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CPDAB: ESAFETY COURSE

Introduction

eSafety: The safe and appropriate use of digital tools for teaching and learning, improved safety
policies in secondary schools, addressing cyberbullying, the use of social networks, responsible use of
mobile technologies and the Internet for learning, for work dodlife.

The CPDabcourse outline and modules draw on knowledge identified through the existing course
GNFAYAY3 YIFEGSNRALFf A adNBSexr FyR (GKS SELISNIAAS 6Al
the research of EU Kids Online. Through them, it was confirmedvtiitst there is an abundance on
information available on the different aspects of eSafety, there is a lack of eSafety training and that

this was an important gap to fill.

The eSafety training course looks to draw together the diverse range of informetidiknowledge
that exists today into a training course that pulls on expert knowledge, case studies;drapdactical
activities, identifying and linking through to excellent sources of information.

The attached modules are drafted within the course @lepment templateapproved by the CRRb
project partners and Pedagogical Advisory Bodrhis was included as part of the Course Development
Specification document, which saiut the principles underlying the CR&bcourse development. The
template is used across all three @RDcourses.

The course andhodules have been throughaterativereview processsRSTFAY SR o6& (G KS LJ
validation protocol and quality assurance processes involving project partnergecubxperts,
G§SIFOKSNAE IyR AGSSNBR o0& GKS LINB2SOdiQa t SRI3I23A0L
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CPDLab

Course development definitions

Course Specification

Agreed aims and principles behind the CIRibcourse development

model. This informs the course design.

Audience and gneral |
WLIA GOKQ T2 NJ (

" The course documents are written for the trainer of the course.

Trainers will be expert in the area of the course.

The course is pitched in a style that can be followed by teachers, |
and supported by théeachertrainer. The CPDeb project wasaimed
at Secondary level, however much of the content is equally applic
to Primary.

Theteacherfocus of the course content is pedagogiteal. There
may be some supporting technical training whes&evant;however,

it is not a technical training course in itself. It assumes average IC
skills. Theeachertrainer supports technical questions.

Trainer GuideCourse Plan

TheTrainer Guide contains theourse plan It isa single document
which containghe course outline andll the course modulesin
GNF AYSNJI GSNXYas AG Aa 2F3Sy RS

It is the document for the course trainer responsible for running th
course. It provides the overview (course outline), instructions on
runningthe course, the course modules, reference to the support
content and the course activities.

The Module supporting content consists of various documents use
within each activity.See definitions below.

Course Outline

This provides an overview of the ase for the trainer. It contains a
visual overview of the course, and information on alternative
pathways through the course to help when reviewing and deciding
how best to use the course in delivery to meet local needs and
circumstances.

Course Module

The course comprises of 10 different modules. For the purpose o
CPDabcourse development, ivasdesignedo be deliveredas a 5
day faceto -face training course to be eligible for the Comenius in
sewvice teacher training grants.

The coursenodules are typically units of half a day (3 hours), withi
which there are a set of course activities. Theay course therefore
comprises a total of 10 modules.

The modules themselves are designed to sit either individually, or
groups. This is sbhat, at a national/local level, there is the flexibility
to select all or some of the modules depending on local requénts.

This means that while the courgedevelopedas a5-daytraining
course, showing cohesion and progression through the moduies, 1
course itself was designed to be flexible. ThisaMldw for different
WLIF O12 BAYARIZ Sas it Hefonial thihersiden)
GFAE2NI I Gg2 2N GKNBS RI& .02dz
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Course Activity Each module is brokemown into a set of course activities. A course
activity is where the teachers on the course are involved in some
of action. There will be a number of different activities within each
module, these could include the following examples:

1 Introducingthemselves

1 Exploring resources (video, wdibks etc)

1 Working on a case study

1 Reflection on work done

1 Module/Course evaluation
Within some Activities a number of options may be offered, the Tra
is free to select activities to use their course particizaand their
timeframe.

Course support content The course activitiesonsist of various documents used within each
module as set out in the trainer guiddogether they are referced
a4 WwWO2dzNBR S & Theldd2usiBnts @r sfail Snd dvaildial
separately.

The course support content enables the trainer to deliver a comple
course. However, It is recognised that experienced trainers will ha
their own supporting content, in which case, the structure is flexibl
to allow for exchange to bettesuit the needs of local audiences
and/or provide local context, national language resources, nugre
to-date examples

eSafetycourse Authors and Acknowledgements

The development of the eSafety course has been led by &#iboject partner, the Finish National
Board of Education (FNBE).

This course has been made possible through the hard work and commitment of mapgcidlvote
of thanks go to

1 Jukka Tulivuoriwho lead theCPDabeSafetycourse developmenivork on behalf of FNBE,
assisted byl'ina Heino, Elisa Heliand Ella Kiesi.

1 Lead authors Grainne Walsh ICT CPD Consultaahd Karl Hopwood)nsafe irhouse
Consultant:who have brought their experience from working in theldi through the
I 2 YYA aa afeénétdrk Together they have lged create a course that is both highly

practical and relevant to the teacher in the classroom, as it is to ICT coordinators and school

management

1 Course reviewers including: Janice Richardson, Head of the Insafe Network, together with
CPDLab project paners, Pedagogical Advisory Board members, and last but not least, the
expert teachers from each of the project partners who worked to support the course

development through validation and piloting in their own schools and classroom.

We hope you enjoy anget much value from the course.

September 2013
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CPDLab

ESAFETYCOURSHEDUTLINE

Course name: eSafety: improved safety in school and classroom

Author ~ Grainne Walsh

Date: 5N August 2013

Version number: 53

Note to Trainers Slide presentations are includednmost modules. The main purpos

of such presentations is to tie the content, links, activities and vic
listed in the Course together in one place for the convenience
trainer. Each presentation contains -built pauses for videos
discussions, bekouts, handn activities and demos and while sli
presentations are provided in modules, they are not meant to
prescriptive. Local trainers delivering the course or a numbe
modules can adapt and update the content to use withit audience
as hey see fit.

Due to the ever changing nature of the Web, links will change. Tral
should check links before use and also add local and more curren
as required to keep th course current and relevant.

Trainers should use and be able to help mapants setup
collaboratve interactive tools like Social bookmarking accou
Online forums, Twitteand similar. It is important to help pacipants
use these digital toolsafely, to help dispel some of the culture of fe
that can exist around theiuse. Understanding how to use sog
media tools to enhance teaching and learning during the course
enable the participants to help their students become safe, litel
and ethical users of the Internet for learning, life and work.

It is essentiathat that the group have access to a shared social o
learning space during the course to enable the participants to s
resources and enjoy the potential of the Internet and active learn
Local trainers should consider setting up a group onlipacs (e.g
Moodle, Schoology) to share the course content supportir
documents, provide an online forum and a learning reflection area
LMS will encourage participants to share ithewn resources an(
engage iractive, participatory social learning.

Introduction: One of the central challenges for schools is the adoption of Wel
technologies and the increasing use of mobile technologies,
Internet and social media in education. Schools are eager to ex
the benefits of the new creative arabllaborative digital technologie
for teaching and learning but the online world can be a confusing g
for the teachers and students. It is difficult to know how to be a ¢
user and at the same time enjoy and make use of all the possib
that the Internet brirgs for learning and for life.
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Overview:

Young people need to be helped become digitally literate and ¢
opportunities to develop and practise digital citizenship sk
Teachers need more information and knowledge to support and te
young pe@le how to be safe while using different digital tools a
devices and when online. Teacheatso need to know how to protec
their own online privacy and how to handle risks in thdual and
physicalclassroom, where students can use the new toalsharm
their own safety and the safety and privacy of others, including
teacher. Both teachers and parents have a role in empowering
educating young people to use the Internet and social medialys:
and to be responsible users.

The eSafety coursgims to improve schools to become safe learn
environments by promoting safe use, digital literacy and dig
citizenship. The content of the course is directly related to the eS:
issues needed ybteachers in the classroomThe coursewill help
develop a wholeschool progressive eSafety curriculum as a cer
LI NI 2F GKS aokKz22tQa S{lIFfSdie

The course wilhelp those working with youngeople develop their
own eSafety skills and digital competenck will help them support
students, the school and themselves in the use of collaborative di
tools. Pedagogical strategies and approaches to support young p
in balancing the opportunities and the risks of the digitalri are
central to the course.

This course is a 5 ddgceto-face course led by eSafety experts &
includes the pedagogical use of digital media; the practical us
social media tools for teaching and learning; catelies; hands or
activities; group work and opportunities for discussion. It is bk
modular structure and based upon the research and resources o
9dzNR LISIFY [/ 2YYAaarazyQa Lyal TS
Safer Internet Centres, EU Kids Online research and internat
eSafety networks working to help safeguard childremd ayoung
people in their use oftte Internet and mobile devices.

Participants will learn how to mitigate the key risks to children

young people in their care and how develop their digital literacy
digital citizenship skills. They will practise htwintegrate eSafety
best practice into their own lesson planning and how to develd
whole-school eSafety cugulum.

The participants will be able to develop eSafety skills and access &
range of eSafety resources and materials useful for teachimd
tfSENYAYy3IO ¢tKS& gAff SELX 2N
competence and how to apply eSafety best practice in the classt
and throughout the school and explore theamagement of eSafet
incidents.

Participants will have the opportunity to usecéal media tools like
social bookmarking and Twitter as well as interactive spaces like
and online forums so that they can gain new knowledge and ski
use in their teaching as well as aiding their professional developn
They will explore théssue of safety in their private and professio

@O0

BY SA

CPDabeSafetycoursec all modulesv20130819; Page7 of 105



lives. They will also consider how to share new information
colleggues on their return to school.

They will review the eSafety provision in their own school using
eSafety Label Tool and plan foretintegration of eSafety practice
across the school. In this way they will learn how to develop a wi
schod eSafety Programme.

Who can attend the course: The 5day course has been designed to be delivered in the FU
Classroom Lab, Brussels toeachers/ trainthe-trainers/school
leaders/management responsible for the delivery of teacher (
programsat the National/Local Level.

Future local trainers will be able, because of the modular stractar
re-purpose a selection ahodules appropriatdéor different audiences
e.g. classroom teachers,teml leaders and policy makers.

The participants should have basic skills in using ICT and ha
interest in using digital media technologies and the Internet
teaching and learning.

Course objecties: Having completed the course participants will be enabled to:

9 Define eSafety and what best practice looks.like

1 Recognise that an eSafety Programme across the school is th
best way to safeguard the school community and provide a s3
learningenvironment.

1 Help students to be safe, responsible digital citizens while usin
Internet and digital tools to enhance teaching and learning.

1 Implement eSafety skills and competences to enhance t
GSFOKAY3 YR GKSANI adGdzZRSy (i & ¢

1 Use new information and eSafety skills to mitigate eSafety ri
both in and outside of the classroom.

i Evaluate eSafety resources, tools and materials to use in tea
and learning and to share with school colleagues.

9 Establish strategies to protect themselves online.

1 Share ideas, new knowledge and pedagogical methods
colleagues in school e.g. peer learning to integrate eSafety
digital literacy across the curriculum.

i Establish eSafety strategies in schookinbed eSafety across th
schoolcurriculum.

1 Share wholeschool strategies to developing an effective wha
school eSafety Programme.

Programme of the training The complete Course Programme can be found below.

activities (day by day):

Different pathways through The course ia5-daycourse and it best delivered as such. Howeve
the course: it is built in modules it can, if wished, be-perposed for diffeent

target audiences e.@lassroom teachers ¢teadteaches and schoo
leaders. Suggestions faalternative pathways:

@ 0]0) CPDabeSafetycoursec all modulesy20130819; Page8 of 105
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As an evening or Satday Modular Course

(6 weeksc 2.30 hours each session)

Module 1 eSafety in your school and classroom

Module 2 eSafety for young people and teachers

Module 3 eSafety: Digital Citizenship

Module 5 eSafety: Digital Literacy

Module 6 Addressing inappropriause (Cyberbullying & Sexting)
Elements of Module 7 and Module 8 re an eSafety Curriculum

Or, 3 day course for classroom teachers

Module 1 eSafety in your school and classroom

Module 2 eSafety for young people and teachers

Module 3 eSafety: Digital Citizghip

Module 5 eSafety: Digital Literacy

Module 6 Addressing inappropriate use (Cyberbullying & Sexting)
Module 7 Practical approaches to eSafety in the classroom

Or, 2 day course for classroom teachers

Module 1 eSafety in your school and classroom

Module4 eSafety: Personal Safety and \AB#ing

Module 5 eSafety: Digital Literacy

Module 7 Practical approaches to eSafety in the classroom

Or

Module 1 eSafety in your school and classroom

Module 3 eSafety: Digital Citizenship

Module 5 eSafety: Digital Literg

Module 6 Addressing inappropriate use (Cyberbullying & Sexting)
Or

Module 5 eSafety: Digital Literacy

Module 6 Addressing inappropriate use (Cyberbullying & Sexting)
Module 7 Practical approaches to eSafety in the classroom
Module 8 eSafety across tleehool curriculum

Or, 2 day course for School Guidance Counsellors
Module 1 eSafety in your school and classroom

Module 2 eSafety for young people and teachers

Module 3 eSafety: Digital Citizenship

Module 6 Addressing inappropriate use (Cyberbullying iSg)

Or,2 day course foHeadteaches and ICT Coordinating teachers
Module 1 eSafety in your school and classroom

Module 2 eSafety for young people and teachers

Module 9 A Wholeschool eSafety Programme

Module 10 An Action Plan to improve our eSafetygPamme

Or

Module 1 eSafety in your school and classroom

Module 6 Addressing Inappropriate use (Cyberbullying & Sexting)
Module 9 A Wholeschool eSafety Programme

Module 10 An Action Plan to improve our eSafety Programme

Or,1 day course foHeadteaches and ICT Coordinating teachers
Module 9 A Wholeschool eSafety Programme
Module 10 An Action Plan to improve our eSafety Programme
Type of certification of The participantshouldreceive a certification of attendance on tf
attendance awarded: last dayof the course.Formal accreditation varies by country.
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CPDLab

eSafety- Outline programme

Mod 1 | eSafety in your school and classroom 2.5h

Welcome and Introduction

Examining begpractice in schools

Defining eSafety

Exploring and bookmarking EU eSafety resources for teachers and schools
Mod 2 | eSafety for young people and teachers 3h

Digital Literacy and Digital Citizenship: what do they mean for eSafety?
Risks and Opportunities

Safer use of the Internet

Learning Points and Reflections

Mod 3 | eSafety skills: Digital Citizenship 3h
eSafety and social media tools

Teaching Responsible Use of mobile devices
Collecting pedagogical resources

Presenting our resourcesTeachmeet Style
Mod 4 | eSafety management: Personal Safety and \Aleding 3h
eSafety issues related to online reputation and privacy
Practical group work lesson building

Sharing lesson ide@sTeachmeet style

Learning Points and Reflections

Mod 5 | eSafety and appropriate use: Digital Literacy 3h
Teaching critical thinking and information literacy skills

How can | create aeSafe classroom?

Teaching digital literacy skills

Sharing teaching and learning approaches and resources : Teachmeet style
Mod 6 | Addressing inappropriate use: cyberbullying and sexting 3h
What is Cyberbullying?

A wholeschool approach to addressiegberbullying
Sextingcissues and challenges

Sextingg preventative measures and providing support
Learning Reflections

Mod 7 | Practical approaches to eSafety in the classroom 3h
Safe use of digitdbols for teaching and learning
Creating a curriculurbased lesson plan.

Are our lessons addressing the key issues?
Drafting a proposed wholsechool eSafety curriculum
Mod 8 | eSafety across the school curriculum and beyond 3h
Your students, SID amer mentoring
Engaging parents

CPhabeSafetycoursec all modulesv20130819%; Pagel0 of 105



CPDLab

A progressive whotschool eSafety Curriculum
Bringing eSafety back to my school
Learning Diary

Mod 9 | A wholeschool eSafety Programme 3h
Creating an eSafety Programme for your school

The EU eSafety Label

albylF3Aay3a S{IFSie AyOARSyildao Ly 2dzNJ
Are we ready for BYOT or 1:17?

Selfreviewing eSafety in our school

Mod 10 | eSafety action planning 3h
Sample eSafety Label action plan

Using our eSafety Label action plan to improve our eSafety Programme
Discussion next steps?

Conclusions and Evaluation

Certificate Ceremony and Farewells

@ ®@ CPDabeSafetycoursec all modulesy20130819; Pagell of 105
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eSafety — course outline

CPDLab

Me 3 « | eSafetyin Critical Practical An eSafety
and my Eg::ﬁty Ll teaching and thinking and approachesto | Programme for
school vy learning reflection take forward your school
eSafety in your
school and
classroom
(module 1)
R N P N 0 . i i
I Discuss:  “\ I b S e % Reflection *\ I Our school’s*
E - issues ':' E l’tn\zory s » i zrﬁﬁliool 5 » and critical E eSafety ':'
! - solutions - Shnaer S P hinking ! Programme,’
eSafety for young
people and
teachers
(module 2)

Me
and my
school

00
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Pre and Post Course participant requirements

PreCourse The participants should have basic skills in using ICT and have an interest in usin
requirements: | technologies and the Internet in teaching and learning. Participants are request
(5 day course) bring their laptop with them, as well a file storing device such as a Usibmestick,
have a disposable email address amtlertakethe followingpre-course exercises i
advance of the course:

1. Conduct interviews with two colleagues at school and identify th
positive uses of technology and three more challenging or problen
areas when using technology that have been experienced in yahoos
Exercise forModule B K NB &2 dzNJ S{ I FSG& heiel
o[ 20t GNXYAYSN) aK2dzf R F RR K& LJIN
tools like surveymonkey.com anNable.

2. Identify some of the different types of eSafety issues that students
teachers might encounter when using the Internet, digital tools, mo
devices and social media both in and outside of school. How are
S{I¥TShe AaadzSa O 2eEpabldvse Pylicy drreSa
Policy?Exercise for Module 2, bring a copy of the AUP with yoth&
course,or a link to it.

3. Are bullying and cyberbullying covered in your school policies? W
policies deal with the issues? Describe how cyberbygllgituations are
dealt with at your school. Does the school have lessons or an educa
programme which addresses cyberbullying? Who teaches the lessg
programme? What kind of guidance and support exists at a local, reg
and national levelWhat kinds of materials have been used successft
Exercise for Module 6, create a digital list oy dessons and resources us
successfully in your school to address cyberbullying and bring with y
the course.

4. Note: This exercise is only féteadeachers or ICT Coordinating teache
undertaking a short course consisting of Modules 9 and
Read the eS 1&ummary of Research Findings document. It provide
overview of tle current key eSafety issuedhich issues have been de:
with in yourschool? How can these issues help guide framing of g
whole-schooleSafety Programme?
a. How are eSafety issues addressed in theclhéag and learning in th

classroom. Do you have a whedehool progressive eSafeturriculum?
b. What eSafety policies exist in your school? Wiwegre they last
reviewed andupdated? Are your AUP procedures and poliailaile in
studentfriendlylanguage and format?
c. Do you provide irschool training and workslps for staff on the safe an
FLILINBLINRFGS dzaS 2F GKS aoOKz22f¢
learning?

CPDabeSafety ourse all modules v20130818Pagel3 of 105
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Post  course During the course, participants will be encouraged to familiarise themselves with &
follow up expertise and resources availaliteough the Inafe networkwww.saferinternet.org

They shouldign up toSaferinternetDay and Insafewsletters Following the course

participants should be encouraged doaw up their own eSafety Action lans with an

optional follow-up webinar to discuss how they and their school are implemen

eSafety practices and curricula to promote eSafety.
Course Local trainers should sep a group online space (e.g. Moodle, Schoology..) to sh
materials the course content supporting documents, provide an online forum and a learning
required for | reflection area. An LMS will encourage participants to share their own resources
the training. | engage with active, partigatory social learning.

Participant copies of:

The Web We Want ( Insafe and EUN)

Using Mobile Phone in School (Insafe and E¢iNavailable

Insafe DigiPacks 205®012

Handouts of:

eS11

eS 2.2a

eS 3.2a

eS5.1a

eS5.1b

eS5.1c

eS5.2a

eS7.2

eS74

eS8.5a

eS 8.5b

eS 9.3a

e€S.9.3b

eS 10.1

eS 10.2b

When a 1 day course of Modules 9 and 10 are being presentel@adteaches and ICT

Coordinating teachers this document should be sent in advance to th@rh:Summary of

Research Findings
Trainer Set upan Online learning spa¢a Twitter stream andrief SurveyMonkeyype survey
actionsin for Precourse Exercise 1. Join the eSafety Label addntake the Assessment Quiz
advance of in order to understand and denmstratethe processduring the course
the course

@O0
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http://www.saferinternet.org/

CPDLab

CPDLab

Continuing Professional Development Lab

¢CNIAYAY3I al ydzt |y

Course:

eSafety: IMPROVED SAFETY IN SCHOOL and
CLASSROOM

Module 1: eSafety in your school and classroom
(eS 1.0)

@ 016 CPhabeSafety ourse all modules v20130818Pagel5 of 105



CPDLab

ES1.0:ESAFETY IN YOUR SCH@®ID CLASSROOM

Premodule
requirements:

The participants should have basic skills in using ICT and have an interest in us
digital technologies and the Internet feaching and learning. Each participant wil
YSSR | WRAA&LRALl 0f 8&so&avbodkrharkingdeGcduwiny i

The participants should undertake this preurse activity in advance of attending
the course:

1 Conduct two interviews with other colleagues at school and identify thre
positive uses of technology and three more challenging or problematic a
when using technology that have been experienced in your school.
Exercise for Module 1.

Length: 2.5hr

Venue and This module is a fae®-face module. Participants are encouraged to bring their
structureof 2g¢y f 1 LIWGI2L) | & GKNRAzZAK2dzi (K S yye R L3S
module: There will also be activities, discussion, group worktand for reflection.

Participants are encouraged at all times to locate and curate own language resc
and weblinks.

Organisation
and layout of
rooms
required:

The trainer will require access to an IWB, computer and wifi access. The partici
will require access to computers with Internet access for everyone. There shoul
enough sockets to plug in laptops. The participants will need boeilareas to work
in small groups of 3 to 5 persons.

Overview

Welcome and Participants” introdimns

Ice breaker Human Bingo for Digital Citizens

Introducing course, facilities and tools

Examining best practice in schools

¢CKS NRtS 2F GKS (SIF OKSNJ Ay -clufse Bx&disé T
experiences add to the follown discussion.)

Group work: SWOT analysis drawing on participantscprese Exercise 1
experiences.

Aims of
module:

1 To welcome participants and familiarise them with the course programm
1 To develop strategies for the safe use of the Internet and digital
technologies in teaching and learning.
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Progression of
skills and
competencies
in this

module:

Resources
Required:

Trainer(s)
required:

References
and Resources
for Trainers

@O0
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1 To explore how schools can create safe learning environments and
safeguard students while integrating eSafety across the school and
curriculum.

1 To understand the key eSafety risks and the importance of proactively
addressing eSafety issues in schools as part of a wgubleol progressive
eSafety curriculum.

1 To understand the need in schools for eSafety policies which are clearly
understood, accessible to all and discussed and updated regularly.

f Tounderstandthéi KNBS SaaSydAialf StSySyida

Participants will be enabled to:

1 Set up and use a social media tool.

T Identify the key eSafety issues affecting students and teachers.

1 Considedifferent teaching resources and approaches to the teaching of
eSafety.

1 Collaborate and share experiences with other teachers in an online
environment.

1 Identify different teaching and learning strategies.

1 Practice new digital skills by using digital tdide blogging for learning.

Handouts of: eS 1.1
Computer with Internet connection ardhta projector for the trainerIWB. Laptops

for participants with wifi access. Passwords for the Course Content Online Area
for the Learning Reflection area. Trainer creates agnline learning area using
an LMSn advance of the Coursmnd distributes logins in Module 1.

Trainer has to have an advanced and versatile knowledge of digital literacy, eS
issues and gurriculg. Trainer §h9u|d be famjliar wi'Eh EU Poljcy for a better intgr
Lyal¥S NbBaz2dzZNOSa | yR aSNBAOSa& | a rcésS
and international eSafety curricula.

Trainer should become familiar with the course online area and all the Course
Support Content listed at the end of each Module. Each resource is listed acco
to Course, Module and Activity e§.{ M ®My al dzy 32 F2NJ 54 3

Trainer should use a social bookmarking account yeagv.delicious.comor Diigo
www.diigo.com) for eSafety web links and resourca@®] encourage participants to
create their own account to manage the many online resources featured during
course.

Some key resources

Insafe:www.saferInternet.org Cofunded by the European Uniomsafe is a
European network of Safer Internet Centres across Europe, promoting safe,
responsible use of the Internet and mobile devices to young people. It provides
wide range of resources in multiple languages. hEaember country has its own
Safer Internet Awareness Centand participants whose students share a langua
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with other countries will find many helpful resources in a variety of Safer Interne
Centres.

Safer Internet DaySIDWwww.saferinternetday.orgThe 29 Tuesday in February is
celebrated each year in classrooms around the globe as Safer Internet Day. Tk
initiative has resources, lesson plans and theme packs for teachers and schools

The EuropearCommissiontt ! 9 dzNR LISy { GNF GS3& F2N
available in a number of languages:
http://ec.europa.eu/information_society/activities/sip/patiy/index_en.htm

Teach today www.teachtoday.eu/ Teachtoday provides information and advice f
teachers, head teachers and other members of the school workforce about the
positive, responsible and safe use of new technologies.

9 Trainers can use its case studies to prompt discussion and debate amor
participants about real issues which have taken place in schools.
www.teachtoday.eu/en/Casstudies.aspx

f ¢KS We¢SIOKAY3a gAGK ¢SOKy2ft238 Ay
overview to trairers on what teachers need and want in regard to eSafety
schools and classrooms.

www.teachtoday.eu/sitecore/shell/Applications/~/media/Files/Unit#@0Kingdom/
pdf/
Teaching%20with%20technology%202011%20survey%20report%202011.ashx
aster

EU Kids Onlinewww.eukidsonline.net The projectaims to stimulate and
coordinate investigation into childrentnline uses, activities, risks and safety and
has been described as the most theoretically informed and methodologically
sophisticated study there is on the issues of risks and opportunities of the digita
environment.

1 Full report
www?2.Ise.ac.uk/media@Ise/research/EUKidsOnline/EUKIdsI1%20(2009
11)/EUKIidsOnlinellReports/D4FullFindings.pdf

1 Summary document
www?2.Ise.ac.uk/media@Ise/research/EUKidsOnline/EU%20Kids%2011%
09-11)/EUKIidsOnlinellReports/EUKidsOnlinell,summary,v2.pdf

Byron Reviewwww.dcsf.gov.uk/byronreview{ I F SNJ / KAf RNByY A

Digital Competence and Digital Literacy
http://linked.eun.org/web/guest/policyMakerEuropean Commission part funded
project examiningresearch, policy and practice in the area of innovative teachin
and learning using ICT.
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Connected Learninghttp://clrn.dmlhub.net/resources/videos Interdisciplinary
research network dedicated to understanding the opportunities and risks for
learning afforded by today's changing media environment.

Pew Internet & American Life Projectvww.pewinternet.org
Up to date information on digital technology issues

UNESC@Pedagogies of Media and Information:
http://iite.unesco.org/pics/publications/en/files/3214705.pdf

Digizenwww.digizen.org The Digizen website provides information for educators
parents, carers, and young people. It encourages users of techntoldogy
responsible DIGltal citiZENS. It shares advice and resources on issues such as
networking and cyberbullying and how these relate to and affect their own and
other people's online experiences and behaviours.

Assessment  Participants bare their experiences about the poourse Exercise 1 and discuss al
Options: similarities and differences that they identify.
t F NODAOALI yGa oAff ONBIGS | a20Alf o
Participants will write a first post in the LeamgiReflection area orlbg.

Postmodule  None.

follow-up

Different None.

pathways

through the

module

Delivery This module could be delivered at a national/local level. It deals with the core

options at concepts of eSafety faeachers and schools and why eSafety knowledge and sk

National/local are needed to become digitally literate. Participants will get to know one anoth

level share experiences from their own schools and explore why eSafety needs to be
embedded across the curriculum aadhool. It should be part of any modulget
delivered.

Length 15 min

Obijective To get to know the participants, their digital lives and their expectations for the
course.

Description A lighthearted opportunity for course participants to get to know one another an
to share their understanding of how digital issues affect their own and their
a0dzRSytaQ RIFIAfEe tAFSO

a) Ice breaker for introducing the participants.
Trainer hands out a Human Bingo shest 1.1Human Bingo for Digital Citizena
each participant. The participant who first collects the required number of name
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YR NBl az2ya akKz2dzia W.Ay3a2Q |yR Aa R
prize(e.g. pen, chocolate) and then leads a brief discussion on how our lives h:
become digitak Y R K2 g 2 dzNJ & (i dzRffeofed by Deing tohstastly f
connected. This should lead into Activity 1.2.
OR

b) Ice breaker sing Postdl & F 2 NJ kRxpeltdtiéhd LI y i Q
In groups of four, each participant, in less than a minute, writes on a Post it thei
expectations for the course. Each small group pools their answers and then ea
group introduces their expectations as a group to the other groupsnérréads
brief discussion.

Length

Length 15 min
Objective To get to know the course contents and course facilities.
Description Trainer briefly outlines the course content (eS 1.2 eSafety Course Overview pp

@ Slide 3 outlines course facilities (e.g. wifi details, lunch etc), the course conte
system, with access to all the Support Content is demonstrated. Ensure that al
participants can login and access the Support Content. Trainer agrees with
participants how they will capture their key learning points and reflections at the
end of each day e.gin the LMS owordpress blog, moodle, etherpad, ning or
Google+.

Note: If @urse is taking place in EUN a tour of the Future Classroom Lab can ta
place now.

50 mins

Objective

To consider best practice in regard to eSafety in schools.

To compare eSafety issues for teachers across Europe.

¢2 aAKINB GKSANI a0OKz22ft O2fftSk3dzSa vy
difficult/challenging situations of eSafety they have met as well as getting an
overview of best practices from different schools.

Description

Trainer begins slideshoveS 1.3 eSafety in School & Classroom.pdiotes also
available in individual slidesnotes.

@ Slde5Trained {a GKS 3ANRdzL) F2NJ 6§KS @I NR 2 ¢
policies and writes up on IWB. ExpAttP; ICT Policy; Mobile Devices Palicy; BY
Policy; Social Media Policy. Prompt them if they get stuck. Ask if they know all
policies? Do new teachers to the school? Do their students know about them?
Understand them? Do they have any suggestion how to simplify/streamline
policies and make them more effective?

@ Slide 7 shovw2:28 min video
http://www.youtube.com/watch?v=F7pYHN9iC9l&sns=&hort discussion follows

@O0
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@ Slide 8The trainer on the IWB openmgww.padlet.comand creates a group

gl tfaLlk OSo DA@®S GKS ¢glftfaLl oS I wW¥
group in pairs to suggest eSafe practices that teachers can rdadgiin class. Eac
pair posts their items to the wall.

Traner then asks for suggestions for grouping items on the im@llareas such as
Digital Literacy; Personal Safety & \Wmding and Digital Citizenshifzxpect items
such asSafe searching fonformation and images; Safeguarding personal info; D
protection around photos and information; Complying with Copyright Law;
Acknowledging sources and avoiding plagiarism; Applying safety settings; Appl
updates to browsers and devices; Using amtils; Respectful and appropriate
communication..): 31 GKS 3INRdzLJ dzy RSNJ 6 KA OK 2 F
placed.The groupings will help participants to begin to formulate a definition of
eSafety in the next Activity.

@ Slide 9:

Fournew grougs of 3- 5 participants (who have not as yet worked together) draw
on their precourse Exercise 1 material fill out a SWOT analysis. They can u
method they choose to display their SWOT analysis to the rest of the diimohért,
IWB...) Group 18trengtt)- y I f @3A &4 2F &aGdzRSy(iaQ dz
Group 2:WeaknesS y I f @3dA & 2F aiddzRSydaQ dzas
Wpportunitieganalysis of use of internet and digital media. G@PHreat€analysis
of use of Internet and digital media. Feedback to whole group, Trainer note
points on IWB. End of Module 1.3 activity. Break for coffee.

Coffee break 15 min

Length 20 mins
Objective  TosharesF SSRol O1 FNRBY G(GKS 3INRBdAzZLIW2N] Q
T ¢2 20GFAY Iy 20SNBASG | 62dzi LI NI
competences in eSafety issues and their expectations from the course f
their SWOT analyses.
1 To share participants” experiences in thaie-course Exercisel.
I Tojointly create a shared definition of eSafety.
Description The group discugkeir SWOT analysighich is still visiblen the IWB Trainer

together with the participants gathers a list of the most important elements and
agoects of eSafetp 91 OK avYl ff 3N dzJe.d. Ethefpad® LIS
http://etherpad.opensourcebridge.orgo write a definition of eSafety in a single
aSyiSyoSo 91 OK 3IANRdzLJ & K I Viikeraail link heét NJ
trainer will during lunchtime place the definitions oBlide 9-eS 2.1 eSafety &
Digital Literacy

Note to Trainer:eSafety ireducation is the combination of personal safety, digita
literacy and digital citizenship. This understanding will develop as the course
proceeds, do not give this definition to the group, let them work on their own

Q00
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definitions.

Length 45 mins

Objective To explore the Insafe network and its many resources and tools for teachers an
schools.
To develop new digital competence by using a social bookmatdahdor teaching
and learning.
To identify the limitations of a digital tool and consider how its risks might be
managed.

Description Trainer, using a pre made social bookmarking account, demos Insafe website n

role of Helplines and Hotlines for stents, then draws attention to the Teacher
Pages and the Back to School resources. Trainer encourages participants to s
to newsletter.

Trainer quickly demos SID site and highlights the eSafety Kits with lesson plans
teaching resources. Finglthe trainer, from the Insafe homepage, locates some o
the SIAC sites of the participants and points out the usefulness for language
RS@PSt2LIYSyid 2F dzaAy3a {L!/ Qa ¢K2 akKkl
participants to the Learning Resourégchange and the Insafe tab:
http://Ireforschools.eun.org

Handson Activity

Trainer asks if any participants already use bookmarking sites and points out th
saving of useful links and resources likealie and SID is made easier by the use ¢
digital bookmarking tool like Delicious or Diigo. Trainer demos on the IWB, for t
K2 R2Yy QG KIFI@S F 0221YINJAy3 | O002dzy
participants to create their own accountThey will need a disposable email addres

For those who already use a bookmarking account trainer can ask them tatogpe
LMSSupporting ConteneS 1.5 List of useful resources by age raagd bookmark
any resources that appeal to them. New account holders do likewise when thei
account is activated.

Discussion
To close the session the trainer could ask experienced bookmarkers some of th
advantages of bookmarking for teachers and studdexpect some of the following
dza S¥dzZf ySaa F2NJ {9b addzRRSYydaT &akKl NRY
GAaAaAO0E ST KSELIFdzA F2NJ St 2NIF2fA2a |y
O2LEBNRIKG FyR az2dz2NDOSax 5 A lit bld @ didudsedl
in the group. How to promote their class/subject bookmarking account can alsc
discussed.

Q00
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Lunch 1 hour

Module 1: COURSE SUPPORT CONTENT

These course documents are currently available as separate documents

Course/Module/Activity Course Support Document

eS11 Human Bingo for Digital Citizenacfivitysheethandout]
eS 1.2 eSafety Course Overview (pptx)

eS 1.3 eSafety in School & Classroom (pptx)

eS 15 List of useful resources by age range, years 4 f{inll8VS]
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Continuing Professional Development Lab

¢CNIAYAY3I al ydzt |y

Course:

o

S{IFSieéY Latwh+95 {1
FYR /[ !'"{{whha

Module 2: eSafety for young people and teachers
(eS 2.0)
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ES2.0:ESAFETY FOR YOUNG PEBRNDIEACHERS

Premodule
requirements:

This module is meant for teachers who already have undertaken Module 1 and/ot
have a basic knowledge about the Internet, digital media and eSafety issues.
Participants who took part in Module 1 will have gained an understanding of eSaf
best practice in schools and classrooms. Participants will have created a social
bookmarkingaccount and have completed the Module 2 mreurse exercise in
advance of the course.

1 Identify some of the different types of eSafety issues that students and
teachers might encounter when using the Internet, digital tools, mobile
devices and social media both in and outside of school. How are these e
AaadzsSa 02 @S NBARceptable Bs2 BoNdy ér €FafRte Rokey?

Note: ¢ KS ¢ NI AYySNJ gAft defirftiehsaf eSafdyfon Side &l K
Supporting Content ppt&S 2.1prior to the beginning of the module.

Length: 3 hr

Venue and Thismodule is a fac#o-face module. Participants are encouraged to bring their ow
structure of £ I LJG 2 LI® ¢ KNRdzaK2dzi GKS &8¢8AsKFLSENNSE
module: use their social bookmarking account. There will also be activities, discussion, gr

work and time for reflection. Participants are encouraged at all times to locate an
curate own language resources and weblinks.

Organisation
and layout of
rooms

The trainer will require access to an IWB and computer. The participants will requ
access to computers with Internet access. There should be enough sockets to pl
laptops. The participants will need brealt areas to work in small groups.

required:
Overviewof / 2Y LI NAy 3 &2dzy3 LIS2L) SQa dzaS 2F GKS
module: The Digital Native vs the Digital Competent? EU Kids Online ranking country by

country.

¢CKS o /Qa 2F S{IFStey &2dzy3a LIS2LA S |
Digital Literacyand Digital Citizenship: what do they mean for eSafety?
Managing the risks and opportunities for the teacher and the young person.
Throughout the module the Trainer should encourage participants to search and
bookmark resources and services in their oamguage.
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Aims of 1 To identify the 3C eSafety risks and opportunities for children and young
module: people.
1 To understand the kinds of knowledge, skills and attitudes both teachers ¢
young people need to be digitally literate and safe online.
1 To define eSafety in relation to digital literacy and digital citizenship.
1 To helpteachers understand how to protect their privacy and their online
reputation.
Progression  Participants will be enabled to:
of skillsand  Manag Internet safety issues and find local support services.
competencies Review school policies to examine their effectiveness.

in this Identify the digital competences young people need to be eSafe.

module: Implement eSafety best practices in teaching and learning.
Review useful dital literacy curricula and citizenship resources for teachers and
schools

Find own language eSafety resources.
Resources Handouts of €S 2.2a

Required: Computer with Internet connection and data projector for the trainer. Laptops for
participants. Wifi connection. Access to the Course Support Content and Learnin
Diary.

Trainer(s) Trainer has to have an advanced and versatile knowleddeitél literacy, eSafety

required: issues and curricula. Trainer should be familiar with EU Policy on Better Internet

young people, Insafe resources and services as well as their local Safer Internet
/ SYGiNBQa NB&A2dz2NDOSAE& | yR Aglobabrdddlsbidigitdll
literacy and citizenship. Time to explore local sources of support to teachers and
schools in the event of eSafety incidents should be given.

Trainer should become familiar with the Course Online Content Area and all the
Course Support Content listed at the end of each Module. Each resource is listec
according to Course, Module and Activity &gt M ®m  a | dzY Yy . Ay |
and setup a Learning Blog and give access passwords to the participants.

Trainer should use a social bookmarking account yeagv.delicious.comor Diigo
www.diigo.com) for eSafety web links and resourasl encourage participants to
create their own account to manage the many online resources featured during tt
course. Trainer should be comfortable using blogging software, ethpad, padlet an

similar.
References  The EuropeartCommissionti ! 9 dzNRB LISy { GNJ} G§S3Ie F2NJ
and available in a number of languages:
Resources for http://ec.europa.eu/information_society/activities/sip/policy/index_en.htm
Trainers Safeguarding ones Professional Reputati@nvw.childnet.com/teachersand

professionals/fotyou-asa-professional/professionaleputation

Insafe www.saferinternet.org/onlineissues/childrerandyoungpeople Onine issues
for children & young people.
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Research findings and case studies are available in Content Support, the Byron
WS 2. 2b Byron ReviéwThere are plenty of headlines which show why teachers,
adults and society in general have a feattwf Internet; articles like these could be
used to illustrate some of the difficulties. e.g.
www.tes.co.uk/article.aspx?storycode=602330bich tries to explain why teachers
fear Facebookr

www.dailymail.co.uk/news/articled 354515/
Teachersackedpostingpicture-holdingglasswine-mugbeerFacebook.html
In a Norwegian newspaper:
www.dagbladet.no/2012/09/11/tema/nettsamfunn/
Internett/facebook/sosiale_medier/23352303/

Trainers and participantsill no doubt be able to find many examples in their own
language.

Teachtoday. www.teachtoday.eu/Advice for teachers, students and parents eSafe!
TheLearning Resource Exchanged the Insafe tabhttp://Ireforschools.eun.org

EU Kids Online:

Final report 2011
www?2.Ise.ac.uk/media@Ise/research/EUKidsOnline/EU%20Kids%2011%20(2009
11)/EUKidsOnlinellReports/Final%20report.pdf

Risks and safety on the Internet:
www?2.Ise.ac.uk/media@Ise/research/EUKidsOnline/EUKIidsI1%206(2009
11)/EUKidsOnlinellReports/D4FullFindings.pdf

Byron Reviewwww.dcsf.qov.uk/byronreviewSafer Childrenina®iA G I £ 2 2

Teaching with technology in 2011 report
www.teachtoday.eu/sitecore/shell/Applications/~/media/Files/United%20Kingdom
df/
Teaching%20with%20technology%202011%20survey%20report%202011.ashx?
ster

Published by EUN gives an overview to trainers on what teachers need and want
regard to eSafety in schools and classrooms.

Digital competence for lifelong learning
ftp://ftp.jrc.es/pub/EURdoc/JRC48708.TN.pHLC policy paper, authors Kirsti Ala
Mutka, Yves Punie and Christine Redecker 2008

Digital Literacy and Citizenship curriculum:
www.commonsensemedia.org/educatorkree curriculum and teaching and learnin:
resources for schools and teacheSommonsense Media
www.commonsensemedia.org/educators/curriculum

@O0
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Digital Citizenship: Safety, Literacy and Ethics for Life in a Digital World:
www.youtube.com/watch?feature=endscreen&v=h8YFi&e&AZNR=1 Video of panel
discussion at FOSI 2010 Annual Conference.

Digital Citizenshipwww.ciconline.org/DigitalCitizenship Digital literacy and
citizenship curricula, Cable in the Classn, USA

Our Digital Lives:

www.commonsensemedia.org/sites/default/files/research/socialmediasocidilifel-
061812.pdfStudy from Commosense Media looks at how young people view theil
own digital lives.

The pros and cons of a social media classroom
www.zdnet.com/blog/igeneration/thepros-and-consof-socialmedia
classrooms/15132

Digital Competence and Digital Literacy

http://linked.eun.org/web/guest/policyMakerEuropean Commission part funded
project examiningesearch, policy and practice in the area of innovative teaching &
learning using ICT.

Connected Learninghttp://clrn.dmlhub.net/resources/vid®s Interdisciplinary
research network dedicated to understanding the opportunities and risks for learn
afforded by today's changing media environment.

The Internet Literacy Hand Book:
www.coe.int/t/dghl/standardsetting/Internetliteracy/Source/Lit_handbook 3rd_en.!
wi

Study on use of Facebook by young people in Norway
www.slideshare.net/PetterB/socidinplicationsof-sociatnetworkingsites

Assessment
Options:

In their Learning ReflectionBay 1 participants will review Wwat they have enjoyed
and learned today. They could also mention one safety strategy their will put in f
in their school.

Participants use their social bookmarking account to gather and store eSafety
resources and supports.

Postmodule  Participants can try best practices in their own school and report progress to one
follow-up another e.g. in postourse webinar.

Each participant could carry out a personal check of their digital footprint.
Different None
pathways
through the
module
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Delivery
options at
National/local
level

Length

This module could be delivered at a national/local level. Like all CPD there can b
advantage in bringing colleagues together who are from different regions/areas tc
share experiences. After the course, the trainer could jgi®wa follow up webinar to
allow participants to share how they implemented aspects of the course into their
pedagogy and across the school.

55 mins

Objective

To urderstand how young people useternet in their daily lives.

To identify the need for teaching digital literacy skills.

To understand how digital literacy and digital citizenship are components of eSafe
To explore wholeschool digital liéracy curricula as a means to safeguard students
to help them develop their own sense of responsible use of digital media.

To discuss whotschool eSafety strategies and solutions to mitigating risks.

Description

UsingeS 2.1 eSafety & Digitiaiteracy pptxddditional notes in Slidenotes) the Traine
@ Slide 3how videoto give a short summary of what the latest research says
children and young people are doing onlime/w.youtube.conwatch?v=a8J06gVIRS8:
and asks for comments.

@ Slide 5 & 6 show EU Kids Online figures for individual countries which highligh
need for teaching digital literacy skillEhe trainer introduces some research findings
and case studies, which are relateddigital media literacy issued.he EU Kids Onling
research in 2010 identified 8 digital literacy and safety skills and assessed whethe
children and young people had acquired these skills by a certain age. The results
include a ranking by country ansglan interesting way to introduce the concept of
digital literacy and why this is important(Additional resource for trainezS 2.1a
Digital Media Literacysiavailable in Content Support)

@ Slide 7 draw attention to EC quote that teachers also nedthldigmpetence skills
if they are to support students. This course aims to equip teachers with new digit
competence skills so that they can address eSafety issues and opportunities in t
schools.

X {tARS y Of AO01 2Yy Wdranih® NdediW2IK lad FASE |
I A G AT Sgpdwwlhyadki@be.com/watch?v=e0l13tKrxcADigital Literacy is a life
A1AfES AGQa y26( Fo2dzi GSOKy2¢f 2l@eacy oadzi
KSf L) LI NByGa LINByds KStLI GSIF OKSNE
for today and tomorrow.

X{tARS d ¢ NI AYSN KI & saf)eSaféSoR théisKde duBng2 d:
lunchtime. Trainer asks: This morning weedito define what eSafety means to us,
how did we doDiscuss main elements emerging from definitioAsk how can
Personal Safety, Digital Literacy and Digital Citizenship be seen as the componer
eSafety?

Q00
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@Slide 10 Participanttiscus2 ¢y O 2 t2y kErahdEwbik (or whatever it is called
there) and how we need a new literacy today, as well as being literate and numer
or students need to be digitally literate. Discuss what this means.

@Slide 11 & 18roup work(in small groups of 31)to examine one of 4 digital literac
curricula.

Feedback by each small groiggiven to the full group in any manner the small gro
decide. Wholeschool curricula will provide a systematic delivery of eSafety within
curriculum. Trainer can let participants know that whskhool eSafety Action Plans
are addressed on Modulésand 10 (Day 5).

Trainer crystallizes the essential experiences of the participants about digital literé
curricula during the general discussion.

Length 45 mins

Objective To get dfferent perspectives on howtudents and teacharuse the Internet.

Description ~ Trainer showgS 2.2 Risks & Opportunities ppt

@ Slide 2 explain the concept of the 3Cs of Internet Safety, they can be both risk
2LILIR2 Nl dzyAGASE odzi 1ljdzA §S 2 T in®Rryiet i®ez8hodis2
az2yYSiAaySa 2yfte aSS (GKS Nrala Ay NB3AI
Back in Web 1.0 we were all merely Consumers of information on the Web. Back
we worried aboutContactrisks (stranger danger and paedophiles mgimvhile today
OKAf RNBY Q& AYIFLIWNRBLNAFGS IyR Nrale O
sexting or meeting up with strangers) is all possible due to the interactive, mobils
KAIK aLISSR O2yySOGA@Alte 27 G2RI&Qa
Note to Trainer Do the same witiContentand Conduct

@ Slide 5 What eSafeiyabout.

@ Slide 10 Ask about their views on the role of parents? How to parent today?
Parents need to:

wUnderstand the issues in relation to the use of technology by children
w YY 26 risksandbeBavidurs and learn simple strategies to help keep theit
child safer

How can schools help parents?

Activity: Participants open websites, explore and report badkhat resources,
services do the SIACs in their countries offer parents? Taksreeni to explore their
websites.

@ Slides 1214 What risky behaviour is happening online in your country?
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@ Slides 16 18 Discussion on social networking concerns

@ Slide 19 Discuss. Ask if any have used eTwinning (a free fudepsocial learning
platform to teach positive social learning and conmuation). Demo befly. Could
using safe social leaing tools help manage some thie risks of social media in
school?

@ Slide 20 rainer leads discussiaio close, having shown Blogging video linked t
g2 NR Wi WhoGHoGdNgaeh it?

HandouteS2.2a Model use of social media (yf participants.

Discuss bullet point no. 8 and other points around modelling respect and respectt
behaviour especially language and chat on social media. Tt fadken from a new
Action Plan on Bullying, Deptf Bdicationlreland 2013. (Bullying will be dealt with ir
Module 6)

Who can model safe and respectful use of social media toolswlaslhas a VLE or
LMS in schoolZan we use it in our teaching. kafer suggestions how they are
already doing it.

Find safe and useful tools to enhance our teaching and our students learning...as
adzaA3SadAz2ya 2F a4l ¥SNJ (i22tao | 26 Oy
respect..) to manage their use of@dal media? These issues and strategies to add
them will be explored in other Modules in the course.

Coffee break 16nin

Length 55mins
Objective To find solutions to help young people and teachers to usdritegnet safely.
To recognise the risks in their own use of social media.
Description  Trainer runsS 2.3 Safe use of the Internet pptk2 K St LJ SELJX 2 NB

fears and solutions for responsible use of ICT.

@ Slide Jrainer opens:
www.childnet.com/teachersand-professionals/foryou-asa-professional/using
technology

Ly &avlrff 3INRdzLJA ¢S I NB WEKEI/ iR &b RBUP
FANRG 2F Fff G23SUGKSNJ ¢S @ding Techindogphge.
Qt1discussesONLINEUSHE S| yAy 3 dzLJ 2y SQ& S5AIA0GI
Settings in social networking sites. Is the advideviant to the group?

Qt 2 deals with MOBILE U$HN and Password safety and the importance of loggir
out of computers. Is this advice also relevant to students? How might it be taught
Note to TrainerGroupwork5 A A RS (KS Wil i {OK22ftQ |
among each group of 3, giving each small grogB2&As. Their task is to decide if

Q00
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the advice is appropriate for teachers in their own country, add to or improve the
advice as they see fit.

Feedback

The group create aetherpad pagd e.g.Etherpad:
http://etherpad.opensourcebridge.orgr http://openetherpad.org) and collaborate
to post their responses. Each group shares their Openetherpad pade dWB and
explains the eSafety teacher issues dealt with in their Q&sat policies are there
to guide staff in their own schools? Is there national guidance from Dept of Educi
or similar? Is there a Professional Code of Practice? Can thekdilidks to any of
these and add them to their social bookmarking account?

Discuss their responses.

What does the group think of the advice given re Professional Reputation on
www.childnet.com/teachersand-professionals/foryou-asa-
professional/professionaleputation

Trainer explains that thiink is a Q&A sessia@® www.childnet.com/teachersaand
professionals/foryou-asa-professional/professionaleputation for teachers in the
UK and they shoulddmkmark it to explore later.

@ Slide 45roup discussiomising the Aquarium methodParticipants are divided in
two groups.

First group will first discuss forB) minutes: How cagoung peoplecan use the
Internet safely.

The other group observes bdbes not comment on the discussion. They may make
notes about the discussion and after the discussion the observers can comment
briefly.

Now the two groups change roles. The next phase is the same but the group disc
How canteachersuse Internet s&ly in the classroom for teaching and learning?

After this there is a ten minutes full group discussion about both subjects and thel
trainer summarizes highlights from all the discussions.

peotvad Summlesmmgpormentrtesiors |

Length 15 min

Objective To sum up what the participants have learned during the day.
To reflect on their own learning in theinline LearningDiary:

Description  The trainer briefly captures some of the main points that have been addressed
throughout the day.
The participants write up their thoughts and reflections on the day and share their
next steps in their Learning Diary
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Module 2: COURSE SUPPORT CONTENT

Summary of the supporting documents required by the trainer to run the various activities
described in the above module.

Course/Module/Activity Course Support Document

eS21 eS 2.1 eSafety & Digital Literacy (pptx)

eS 2.2 eS 2.2 Risks & Opportunitipptx

eS 2.2a eS2.2a Model use of social media (pdf) [for handout]

eS 2.3 eS 2.3. Safe use of the Internet (pptx)

Additional Reading items These items could be placed in the course online learning s
or LMS

eS 2.1a eS 2.1digital Media Literacgpdf)

eS 2.2b eS 2. 2b Byron Reviegpdf)
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Continuing Professional Development Lab
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Course:
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Module 3: eSafety skills: Digital Citizenship
(eS 3.0)
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ES3.0: ESAFETY SKILLBIGITALOTIZENSHIP

Premodule
requirements:

The participants should have basic skills in using ICT and have an interest in usir
digital technologies and thimternet in teaching and learning. They should have sc
awareness of social media services and how they work and are used. Ideally the
would have taken part in Modules 1 and 2. They should be interested in seeing t
social media pedagogical interaaitools like eTwinning, VLEMSor Edmodo can,
when modelled and moderated by the teacher, enhance teaching and learning.

They will need to have a disposable email address (not their personal address
address they will use in school or in thpiace of work) which they can use to set
and experiment with different social media services.

They should have a social bookmarking account set up from Module 1 and be
access to the Learning Blog and the Course Supporting Content.

Length:

3 hours

Venue and
structure  of
module:

This module is a fae®-face module. Participants are encouraged to bring their ¢
f1LG2L) a4 GKNRAZAK2dzi GKS Y2\RAz SE L MK
will also be activities, discussion and grouprkv Participants are encouraged at
times to locate and curate own language resources and weblinks.

Organisation
and layout of
rooms
required:

The trainer will require access to an IWB, computer and wifi access. The partic
will require accessotcomputers with Internet access. There should be enough soc
to plug in laptops. The participants will need break areas to work in small groups
3 to 5 persons.

Overview of
module:

Social media has become an essential part of our lives. Imtidsile the trainer will
present examples of some of the most commonly used social media and mobile
services. Participants will get the opportunity to see how to maximize positive, sé
uses and minimize the dangers of misuse. eSafety issues concdresegservices
will be discussed and strategies to manage the risks will be exanTiradhers can
model best social media practice with students and so teach digital citizenship ar
literacy by the use of activithased educational tools like eTwinning.

Learning opportunities and disadvantages of social media and mobile devices in
classroom will be explored.

Teachers who use social media for teaching and learning will be given the opport
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to share their use of it . Users of eTwinning or a We& (Edmodo or similar) can
share their pedagogical use of it with the group.

The need for a wholschool approach to the use of social media will be discussed
BYOT approach and the safety structures needed across the school for BYOT wi
consideed. (More of BYOT in Module 9) How to add Digital Citizenship to the
curriculum and how to teach and learn Responsible Use will be examined.

Social media as a means for teachers to continue their own professional develop
and as teaching and ledng tools to engage students will be explored.

Aims of 1 To understand the power and usefulness of social media for learning and
module: life.

1 Toidentify issues linked to responsible use of social media services to pre
users from possible risks. This will include risks for students as well as
teachers.

1 To use some social media tools and services, exchange pedagogical prin
and considehow to safely add them to traditional classroom practices.

1 To understand the need for robust social media policies that are understo
and accepted by the wholgchool community.

I To use social media for professional development.

Progression of Participants will be enabled to

skills and I Use social media services and mobile tools more safely.

competencies 1 Understand the benefits and challenges of using social media in teaching
in this learning.

module: 1 Recognise the pedagogical principles for ugitgractive digital tools in their

own teaching and ongoing professional development.
1 Support studerdClearning and engagement through the use of digital socie
learning tools.
Resources Course content, Learning diary and online forum in gidtia Haadpudof eS 3.2a
Required: Computer with Internet connection and data projector for the trainer. Laptops ant
wifi access for the participants. IWB for presenting outconfascess to the Course
Support Content and Learning Diary.
Participants shold be handed a physical copy of tbsing the mobile phone in schot
resourcef possible. It is also dtttp://Ireforschools.eun.org/web/quest/resource
details?resurceld=407595 The trainer should also hand outS 3.2a Sample AUP f
mobile devicesduring the appropriate Activity.

Trainer(s) Trainers should be familiar with some of the social media tools and services and [
required: to present and use them. As a minimum, trainers will need to be confident in disct
Facebook and Twitter as these are two of the most popular social networkingesr

The trainer should understand the common eSafety issues linked to social media
mobile tools like blogs, wikis, Facebook, Twitter, Apps, YouTube, Google tools, F
sharing software (images, videos, voice, and music), location services (GB&panc

The trainer should be able to discuss the positive educational uses of free collabc
fSENYyAy3a (22t a € A1, SchoolSgakdEghbddoy(ca ndilar)4be &
demo safe social media learning sites. Trainers should be able to gather ideas a
comments from the participants and lead the discussion around this. If possible 1
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trainer should sign up to both eTwinning and Edmodo piathe course and display
their features on the IWB.

Trainers should become familiar with all the Course Support Content listed at the
of each Module. Each resource is listed according to Course, Module and Activit
eS 1.1 Human Bingo for Digi@itizensand use their own social bookmarking accou
during the module to access resources.

References List of social media resourcesith web addresses. Due to time constraints trainers
and need to select the most relevand the group, Facebook and Twitter are two of t!
Resources fol most popular social networking services. Twitter can be used by teachers them
Trainers for ongoing CPD.

www.twitter.com
www.facebook.com
www.eTwinning.org
www.edmaodo.com(or similar)

Other possibilities:

www.youtube.com www.google.com(Google+)

Apps (seevww.scoilnet.ie/parents _apps_safetyl.shtmand
www.schrockguide.net/bloomiapps.html)

When ourse is localised, perhaps use local social networking sites: e.g.
www.rebelmouse.comHi 5, Habbo Hotel ....
Other services or apps: Snapchat, Ask.fm, Chat Roulette

Material/Resourcesfor the trainer.

Pros and cons of social media classroomsw.zdnet.com/blog/igeneration/thepros
and-consof-sociatmediaclassrooms/15132

Manage your online 1Dyww.slideshare.net/clifmims/managingnline-identitiestips-
for-teachersstudentsand-parents

Manage your professional reputatiomww.childnet.com/teachersaand-
professionals/foryou-asa-professional/professionaleputation

Why we need to teach social networking skillsvw.thethinkingstick.com/whywe-
needto-teachsociatnetworking

App safety advice for parentaww.scalnet.ie/parents _apps_safetyl.shtm

Apps organised by Kathy Schrdakteachers re Bloom:
www.schrockguide.net/bloomuapps.html

60 ways to use Twitter in the classroom by categawww.teachthought.com/social
media/60-waysto-usetwitter -in-the-classroomby-category/

10topblogs;édzEIEISéGSIv? F 2 NJ V¥2ft26aQ 2y ¢9
www.educatorstechnology.com/2012/11/tefh0-educationaltechnologyblogs
for.html
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Using the mobile phone in school resource
http://Ireforschools.eun.org/web/guest/resourceletails?resourceld=407595

25 social media tips for teachersww.teachthought.com/sociatedia/25sociat
mediatips-youveprobablyneverheard/

Digizerwww.digizen.org Shares specific advice and resources on issues such as
networking and cyberbullying and hawvese relate to and affect their own and othe
people's online experiences and behaviours

Classroom strategies for social media use:
http://getting smart.com/blog/2011/12/developin@-sociatmediastrategyfor-your-
classroom/

How to create social media guidelines for schoataw.edutopia.org/howto-create-
sociatmedia-guidelinesschool

Know it all www.childnet.com/kia/Childnet UK suite of education resources desig
to help educate parents, teachers and young people about sadepasitive use of the
Internet.

Think you know®vww.thinkuknow.co.uk/Teachers/resources for teachers, student
and parents. Need to register.

Positive use of Facebook for learnihtp://edudemic.com/2012/09/amsterdam
schootfacebooktimeline-history-classes/?goback=.gde 138011 member 199774

www.fbparents.organ excellent guide on how to use Facebgaimed at parents bur
very useful in providing an overview of the service

www.facebook.com/safety/attachment/Guide%20t0%20Facebook%20Security.pc

Humorous look at Facebook behaviohitp://socialmediatoday.com/danike
zeevi/1312321/1ithingsyou-needimmediatelystop-doingfacebook

9dzNR LISy {OK22fySiQa {YAfS tNR2SOl o
Educatiomvww.eun.org/web/quesiprojects/current/-/asset publisher/Vy6l/content
/1257377?_101 INSTANCE_Vy6I_redirect=%2Fweb%2Fguest%2Fprojects%2Fcl

eS 3.1f Google Plus and Protecting Professional IdentifyAdivice for teachers on
using Google Plus

Further reading:

Digital tools digital classroomg Web 2.0 new tools, new schools (Gwen Solomon,
Lynne Schrum; iste 2007)

The Socially Networked Classrogreaching in the new media age (William Kist;
Corwin 2010)

Teaching with the tools kids really uséearning with web and mobitechnologies
(Susan Brook¥oung; Corwin 2010)

Blogs, Wikis, Podcasts and other powerful web tools for classrooms (Will Richarc
Corwin 2006)
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Net Smart How to Thrive Online, Rheingold, Howard; Weeks, Anthony-Q22A4)
Net Smart MIT Press. Kindle titati

Assessment  Group creates a Twitter stream and each participant posts a tweet a day for the
Options: remainder of the course.
Participants save websites and links to their social bookmarking account.

Postmodule  The pedagogical ideas of the Group once collected can form a bank of idec
follow-up resources for participants to try out in their own classrooms.

The participants could stay in contact through social media (e.g. Twitter stream)

the course.
Different When delivered locally the course could be arranged so that participants can sug
pathways advance specific resources and social media platforms to be examined. Of cour
through the will depend on the amount of time available to theurse leader and also on wheth
module it is practical to focus on SNS which may only be used in one or two countries. F

reason it is suggested that services such as Facebook and Twitter form the basis
module. The opportunity for teachers to usecial media in a positive educatior
manner should be given through a demonstration of eTwinning or Edmaodo or sirr

Delivery This module could be delivered at a national/local level.

options at
National/local There could also be a tailored version of this moduleHeadteaches and decisior

level makers with more emphasis on whedehool policy and safety provisions. Presentat
of resources and their key features from the point afwiof eSafety by the trainel
suggested resources to focus on might be 2 global public sites and 2 educationé
with social media functions and safety features which make them suitable fol
classroom. Twitter foheadteaches would be a good networking tool. The trair
would have to add content for this audience around social media policy, BYOT pc
how to deal with eSafety incidents, legal issues for schools and how to engage ps
These issues are dealt with in Modules 9 and 10.

Length 1 hour 40 minutes

Objective To become acquainted with different types of social media, mobile tools and app:
To understand the eSafety issues that can occur with social media and mobile to
To see how teaching Responsible Use Rigital Citizenship can mitigate eSafety ris

¢2 4SS K2¢g G2 dzaS &a20Alf YSRALF G22f
professional development.

Description Presentation of resources and their key features from the point of view of eSafe
the trainer(s), suggested resources to focus on, 2 global public sites and 2 educ;
sites with social media functions and safety features which make them suitable ft

classroom.
1. Facebook
2. Twitter
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3. SCoAYyYAYIQa ¢gAyaLl OS
4. Edmodo (or similar)

Other possibilities:

5. Google +
6. Localised resource (When course is localised a trainer can prepare mate
suit)

The trainer will run a presentatiosS 3.1 Social Media Risks ptoutline some of the
genegal issues and risks associated with using social media for young people. The
include:

1. Possible damage to online reputation and associated consequences

2. Potential for cyberbullying (anonymou¥ party apps, rating games, polls et

3. Sharing of toomuch personal information which can make individu
vulnerable

4. Identity theft and fraud.

5. Lack of privacy in social med@@particularly in relation to password an
security.

6. aSSGAY3I WFNASYREAQ AYy LISNA2Y O

7. Links to inappropriate sites and content (includipgrn and adult content
sites).

8. Lack of digital skills to set privacy and security settings.

Videos, discussion points and harasgroup work are built into the presentation.

Note: Trainer should discuss the difference between inappropriate/unsafe use wit
illegal use. lllegal use should be handled by the sdHeatiteacheand reported to
the police. A school policy should distinguish between the two and make provisio
how to handle each type of misuse.

DiscussionMany schools and Ministries of Education apply Internet content filterit
inthel { AGQa GKS fl¢g o/ Lt!0O® la | NB
school. Pros and Cons of blocking?

@ Slide 1&€lickz y WL KIF @S NBFIR ooQ (2 L& |
2F 1tt[ 9Q& ¢ 9 /a 2NI9!'[! I YAy dzi

X {fAI?S HM /f)\()‘[ 2y GKS 1 SfLJ AYI3S
video.

@Slide23 t A0] 2y (GKS Wad20Alf YSRAIQ fAY
52yQi 2F {20Alt aSRAFIQ adaAdloftsS TFT2NJ

@ Slide 24 Trainer asks if anyone uses eTwinning or Edmodo or similar. Briefly
both. Invite them to share some good examples of social media being used to suj
teaching and learning.

Activity: Divide the group into 2 groups depending on who has or has not got a T\
account.

@O0
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CPDLab

Handson practice in group work: Using Twitter.
Group 1. Trainer helps teachers create a Twitter account. Then help teachers jo
edu #streams for their own ongoing CPD.. i.e. edchat or edchatie
Activities:

Setting up Twitter a/¢email address needed) Following an Edu F8edding a tweet
2 3INPIdtSan#9 BOUXRR NA Yy 3 ¢ g A GG SNIBE 2060m06S {d
use Twitter in the Classroomww.teachthought.com/sociatedia/60waysto-use-
twitter -in-the-classroordby-category/as well asvww.squidoo.com/twittersafetytips

Group 2. For those who are already Twitter users, their activity is to explore
Facebook's safety featuresander to create a short kschool workshop for teachers
using eS 3.1&Vorkshop for Teachers templater your school colleagues called:
Gl 26 G2 0S arFr¥FTSNI 2y ClI 0So6221¢® ¢ KS

1. Guide to Facebook security
www.facebook.com/safety/attachment/Guide%20to%20Facebook%20Se

y.pdf

2. www.fbparents.orgaimed at parents but very useful in providing an overvi
of the service

3. Facebook for educatorshttp://facebookforeducators.org/wp
content/uploads/2011/05/FacebockduGuide.pdf

When they have completed their waskop plan they can read
www.squidoo.com/twittersafetytipor the documenS{ o ®mo dcn 4|
in the Classroo$60 ways to use Twitter in the classroom by category
www.teachthought.com/sociainedia/60-waysto-usetwitter -in-the-classroordy-
category/and tweet about it.

FeedbackGroup 2 share their Safer Facebook Workshop ideas on Twitter with G
1 as well as uploading to the Learning Blog.

Whole group discuss how-gthool staff workshops might be a method to build
eSafety awareness and skills.

Invite participants to shartheir own experiences of Twitter, their concerns as well
positive ways that social media like Twitter can be used to support learning.

Alternative workshops suggestiofe localizedcourses

Group 2 could discuss how to adapt their workshop for students to deliver to you
studentsorii 2 G KSANJ LI NByida d F tIFINByGaaQ
OR

They could use different social media tools e.g.Safer Google+ or local social
networking site OR

¢tKS8&8 O2dA R ONBIGS + ClLOG {KSSO 2y LYy

Coffee 15 mins
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http://www.teachthought.com/social-media/60-ways-to-use-twitter-in-the-classroom-by-category/
http://www.teachthought.com/social-media/60-ways-to-use-twitter-in-the-classroom-by-category/
http://www.squidoo.com/twittersafetytips
http://www.facebook.com/safety/attachment/Guide%20to%20Facebook%20Security.pdf
http://www.facebook.com/safety/attachment/Guide%20to%20Facebook%20Security.pdf
http://www.fbparents.org/
http://facebookforeducators.org/wp-content/uploads/2011/05/Facebook-Edu-Guide.pdf
http://facebookforeducators.org/wp-content/uploads/2011/05/Facebook-Edu-Guide.pdf
http://www.squidoo.com/twittersafetytips
http://www.teachthought.com/social-media/60-ways-to-use-twitter-in-the-classroom-by-category/
http://www.teachthought.com/social-media/60-ways-to-use-twitter-in-the-classroom-by-category/

Length

Objective

Description

35 mins

To become more deeply acquainted with mobile and social media services and t(
share experiences about them.

To consider how social media services can be used to support learning in the
classroom and beyond.

Tounderstand how to build and develop Responsible Use Rules with students.
To use the Learning Resource Exchange for schools to take advantage of its vas
of pedagogical materials.

There are teaching and learning resources which hightigit digital media and
mobile devices can be used in the classroom.

ResourcesBriefly introduce the Learning Resource Exchange and highlight the In
tab if not already done especiallyS 3. 2 Using the mobile phone in school
http://Ireforschools.eun.org/web/guest/resourceletails?resourceld=407595

Explain to participants they will work in groups to explore teacher and student ¢
and mobile media resourcesd then in 35 minutes time will take part in a Teachm
when each grouprally and briefl{no Powerpoints allowed!) will present a resourt
a tool or eSafety policy or how to teach students Responsible Use Guidelines and
how they would use it iteaching and learning.

Hand outthe hard copy if possible of the Insafe teaching reso@®e.2Using the
mobile phone in schoaksource.) also at
http://Ireforschools.eun.org/web/guest/resourceletails?resourceld=407595It will
help participants to see how to adapt existing lesson plans or begin to thihkiof
own ideas for using technology to support learning.

Note: Draw their attention to Ex 5 page 50 as an example of a very clear way to
engage students and their parents in becoming responsible users of mobiles and
media.

Group work:

Activity 1. Participants divide in small groups3articipants in each group)
according to their interests; role in school, age of students etc. Each group choo:
resource to adapt or use in their classroom. Each group will discuss and exchan
ideas and mad a list of how these resources and other materials they like can be
in lessons.

Activity 2: After 15 minutes Trainer hands out the hard copy6f3.2a Sample AUP
for mobile devicealso available online for download at:
http://mterin.vic.edu.au/parents/ourpolicies Groups discuss how to protect
students, the school and the teacher from the possible risks that can occur while
mobile and bring your own technology (BYOT) toolkbiing at this Australian
a0K22ftQa az20AfS 5SOA0Sa t2fA0eod

They could discuss

T GKSANI 29y a0K22tQa {20AFt aSRAIl t
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