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1. Introduction
Social media have become an important part of children’s and young people’s everyday lives.
They offer the opportunity to be in touch with friends and family practically anytime and
anywhere, from home, at school or “on the go”. They also provide avenues for self-expression,
entertainment, creativity and participation. In a world where the internet and social media are
pervasive in everyone’s personal and professional lives, it has become increasingly difficult for
schools, teachers, and parents to appropriately address the digital challenges these new
media present for children and young people. Social media offer both opportunities and risks,
raising new dilemmas for parents and educators who wish to offer children enough
opportunities for learning, participation and personal growth, but at the same time, struggle to
find the right balance between provision of opportunities and protection from these risks1.
School professionals are uniquely positioned to reach and help children and their families to
better understand the challenges related to the use of social media, to encourage their healthy
and positive use as well as to prevent and monitor for potential problems. Nevertheless, as
research also shows, few schools and educational professionals feel well-equipped to support
children in developing their digital and social media literacy competences 2. For this reason, it
is important to continue supporting efforts that aim at enhancing the social media literacy skills
not only of children and young people, but also of educators, parents and the general
population.
Social Media Literacy for Change (sml4change) is a one-year pilot project co-ordinated by
European Schoolnet and co-funded by the European Commission, which aims to support
European school leaders and teachers, particularly those working with young people at risk of
being socially marginalised, to foster social media literacy (SML) in both their school and local
community, thus reaching out to citizens at large. By supporting school leaders and teachers
develop a sustainable whole-school SML strategy through a massive open online course
(MOOC), the project aims to guide schools in the development of a realistic and meaningful
SML strategic plan tailored to the needs of their school community. This report aims to provide
an overview of key evidence-based resources and other materials which serve as a basis for
the development of more participatory, school-based social media literacy strategies.

1 S. Livingstone, L. Haddon, A. Görzig and K. Olafsson, Risks and Safety on the Internet. The Perspective of European Children.

Full Findings (LSE, London: EU Kids Online, 2011); G. S. O’Keeffe and K. Clarke-Pearson, “The impact of social media on
children, adolescents, and families,” Pediatrics, no. 127 (2011): 800-804; S. Vandoninck, L. d’Haenens, R. De Cock and V.
Donoso, “Social Networking Sites and Contact Risks among Flemish Youth,” Childhood 19, no. 1, (2011): 69-85; G. Mascheroni
and K. Ólafsson, Net Children Go Mobile: risks and opportunities. Second edition (Milan: Educatt, 2014).
2 C. Perrotta, “Do school-level factors influence the educational benefits of digital technology? A critical analysis of teachers’

perceptions,” British Journal of Educational Technology 4, no. 2 (2013): 314-327.
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2. Background
2.1 Social media and children
Social media, traditionally known as social networking sites (SNS), are commonly understood
as “web-based services that allow individuals to (1) construct a public or semi-public profile
within a bounded system; (2) articulate a list of other users with whom they share a connection;
and (3) view and traverse their list of connections and those made by others within the
system.”3 One important benefit of social media is allowing users to affiliate with a group and
strengthen or affirm these relationships in a public context.4 Because of these qualities, social
media have become popular among the general population as well as among children. Even
young children who are not supposed to have social media accounts because they are below
the minimum age of consent claim to have social media accounts and to use social media.
Research has shown that social media have had an important impact on the ways children
communicate, with whom and with what consequences. Livingstone argues that “children have
particular motivations, live in diverse contexts and face different challenges at different points
in their lives,”5 For instance, by age 9-11, children are faced with the fundamental question of
what is real or fake. By age 11-13, they are more absorbed by the question of what is fun. By
age 14-16, children refocus on what is valuable for them. This may be due to their increasingly
complex social and emotional lives but also to their increasing maturity. Livingstone goes on
to argue that “their changing orientation to social networking online (and offline) appears to be
shaped by their changing peer and parental relations and has implications for their perceptions
of risk of harm.”6
Considering that children and young people employ social media inside and outside the school,
it is important that specific strategies are developed and implemented to deal with them
effectively at school. It is also important to take into consideration that due to their diversity
social media can impact differently on different children, offering both opportunities and risks
depending on how they are used and in which contexts. This means, for example, that children
will be able to derive more or less advantage from their experiences with social media and will
be more or less resilient to cope with their potential risks depending on a number of factors
such as the (personal) strategies employed to tackle the risks (e.g. more or less effective
d. m. boyd and N. B. Ellison, “Social network sites: Definition, history, and scholarship,” Journal of Computer-Mediated
Communication 13, no. 1 (2007), 210-230.
4
N. B. Ellison, C. Steinfield and C. Lampe, “The benefits of Facebook ‘friends’: Social capital and college students’ use of online
social network sites,” Journal of Computer-Mediated Communication 12, no. 4 (2007): 1143-1168.
3

5 Livingstone, S. “Developing social media literacy: How children learn to interpret risky opportunities on social network sites.”

Communications 39, no. 3 (2014): 283–303.
6
Ibid.
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coping strategies), and the support they may (or may not) get from friends, siblings, family,
teachers or other trusted persons in their environment. Not all children are equipped with the
necessary tools or have the social or family support needed to deal with social media and their
associated risks on their own. Therefore, it is important that schools are well equipped to guide
children in the use of social media and prepared to deal with potential incidents which may
arise from their (mis)use.

2.1.1 Social media, children and youth: What research tells us
According to the Global Kids Online project (2017),7 while most 9-17-year-olds access the
internet at home (e.g. between 62% in the Philippines and 98% in Argentina and Bulgaria),
much fewer children have school internet access. They also found that internet access is
becoming more personal and private and the mobile phone is the most popular device to get
online in the ten countries they studied (between 61% of children in the Philippines and 91%
in Brazil). Although most children say that they learn something by searching online, the most
popular activities among children are not of an educational nature. Indeed, children’s favourite
activities are visiting social network sites, watching video clips, and playing online. A recent
Ofcom (UK) report8 revealed that children as young as 8 have a social media profile and their
popularity increases sharply with age. As a matter of fact, 18% of 8-11-year-olds have a social
media profile compared with 69% of 12-15-year-olds.
The Global Kids Online project highlights that use of the internet for other purposes such as
civic participation opportunities is much less widespread. The researchers also found that while
most children know how to share or create online content, they are less confident in judging
the reliability of online information. Interestingly, they concluded that “exposure to different
online risks varies substantially by country but also by children’s age, making digital
competencies and skills an important factor in balancing online risks and opportunities.” 9
As regards teens and social media practices, a recent Pew Research Center survey10 found
that today, social media use is nearly universal among US teens. Teens, defined as 13-17year-olds in this report, value social media for helping to build stronger friendships and
exposing them to a more diverse world, but they express concern that these sites lead to drama
and social pressure.

M. Stoilova, “Highlights from the past Year of GKO Research,” Global Kids Online | Children’s Rights in the Digital Age, last
modified December 18, 2017, http://globalkidsonline.net/highlights-from-the-past-year-of-gko-research/.
8
Ofcom, “Children and Parents: Media Use and Attitudes Report 2018.” Making communication work for everyone, Last modified
January
28,
2019,
https://www.ofcom.org.uk/__data/assets/pdf_file/0024/134907/Children-and-Parents-Media-Use-andAttitudes-2018 .pdf
9
Stoilova.
10
“Social Media Fact Sheet,” Pew Research Center, last modified February 5, 2018, http://www.pewinternet.org/factsheets/social-networking-fact-sheet .
7

This project has received funding from the European Union.
This communication reflects only the author's view. It does not represents the view of the
European Commission and the EC is not responsible for any use that may be made of the
information it contains.

Page 5 of 66

23 November 2016, Luxembourg

In terms of access and frequency of use, the survey found that internet access is almost
ubiquitous among US teens, with 95% of American teens reporting that they have a
smartphone or access to one. These mobile connections are fuelling more persistent online
activities. As a matter of fact, 45% of respondents report using the internet “almost constantly,”
and 44% say they go online several times a day. This means that roughly nine-in-ten teens go
online at least multiple times per day. Girls are more often online than boys. Half of teenage
girls (50%) are near-constant online users, compared with 39% of teenage boys. And Hispanic
teens are more likely than whites to report using the internet almost constantly (54% vs 41%).
According to the Pew Research Center “this shift in teens’ social media use is just one example
of how the technology landscape for young people has evolved since the Center’s last survey
of teens and technology use in 2014-2015.”11
In terms of popularity, YouTube, Instagram and Snapchat are the most used online platforms
among America’s youth. Of these online platforms, Snapchat (35%) and YouTube (32%) are
the ones that teens use most often, while 15% say the same of Instagram. In contrast, only
10% of teens say Facebook is their most used online platform, and even fewer cite Twitter,
Reddit or Tumblr as the site they visit most often. Similar trends are observed in the UK12 which
confirm the continuing decline of Facebook use by younger demographics and the increase in
popularity of platforms such as Instagram or Snapchat.
According to the Pew survey, teens tend to use similar platforms regardless of their
demographic characteristics, with some notable exceptions. For instance, lower-income teens
are more likely to use Facebook than those from higher-income households. As regards teens’
most used sites, some differences related to gender and to race and ethnicity were observed.
Girls are more likely than boys to say Snapchat is the site they use most often (42% vs 29%),
while boys are more inclined than girls to identify YouTube as their most used platform (39%
vs 25%). In addition, white teens (41%) are more likely than Hispanic (29%) or black (23%)
teens to say Snapchat is the online platform they use most often, while black teens are more
likely than whites to identify Facebook as their most used site (26% vs 7%).
The survey also found that teens have mixed views on the impact of social media on their lives.
While some say they feel overwhelmed at times by the drama on social media and pressure
to construct only positive images of themselves, they simultaneously state that these online
platforms can have a positive impact, such as strengthening friendships, exposing them to
M. Anderson and J. Jiang, “Teens, Social Media & Technology 2018,” Pew Research Center, last modified May 31, 2018,
http://www.pewinternet.org/2018/05/31/teens-social-media-technology-2018/.
12
The new 2018 Children and parents: media use and attitudes report published by Ofcom (UK) highlights the continuing decline
of Facebook use by younger demographics, with 12-15-year-olds with a Facebook profile decreasing from 40% in in 2017 to 31%
in 2018. Instagram increased from 14% to 23% in the same period with Snapchat fixed at 31%. The report is available at
https://www.ofcom.org.uk/__data/assets/pdf_file/0024/134907/Children-and-Parents-Media-Use-and-Attitudes-2018.pdf.
11
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different points of view and helping them support causes they care about. 13 Not surprisingly,
when asked if social media had a positive or negative effect on people their age, responses
were mixed. 45% of teens believe social media have neither a positive nor a negative effect
on people their age, 31% say that social media have had a mostly positive impact and 24%
describe their effect as mostly negative. Teens who claim that social media have had a mostly
positive effect highlighted that social media make them feel more connected to what’s going
on in their friends’ lives (81%), while around two-thirds say these platforms make them feel as
if they have people who will support them through tough times. They also emphasised that
social media help them keep in touch and interact with others, making it easier to communicate
with family and friends and to connect with new people (40%). In general, teens tend to
associate their social media use with positive rather than negative emotions, such as feeling
included rather than excluded (71% vs 25%) or feeling confident rather than insecure (69% vs
26%).
As regards digital citizenship, young people believe that social media help them become more
civic-minded and allow them to experience greater diversity – either through the people they
interact with or the viewpoints they come across. For instance, two-thirds of teens claimed that
social media platforms facilitate interaction with individuals from diverse backgrounds. They
also highlighted that these platforms help them find different points of view and allow them to
express their support for causes or issues they care about. They also perceive digital
environments as important spaces for young people to connect with their friends and interact
with others who share similar interests (15%). For example, 60% of teens say they spend time
with their friends online on a daily or nearly daily basis, and 77% say they sometimes spend
time in online groups and forums. Other positive aspects of social media include greater access
to news and information (16%). Fewer respondents claimed that social media are a good
venue for entertainment (9%), that they offer a space for self-expression (7%), or that they
allow teens to get support from others (5%) or to learn new things in general (4%).
Regarding the less positive aspects of social media, 43% of respondents say they feel pressure
to post on social media only content that makes them look good to others or share things that
will get a lot of likes or comments (37%) and 45% of teens say they feel overwhelmed by all
the drama on social media. Indeed, 44% of teens say they often or sometimes “unfriend” or
“unfollow” others on social media. The main reasons for this are that people created too much
drama (78%) or because of bullying-related incidents (52%). In particular, those teens who
mentioned that social media have mainly a negative effect on people their age referred to the
following aspects as problematic: 27% indicated that social media have led to more bullying
M. Anderson and J. Jiang, “Teens’ Social Media Habits and Experiences,” Pew Research Center, last modified November 28,
2018, http://www.pewinternet.org/2018/11/28/teens-social-media-habits-and-experiences/.
13
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and the overall spread of rumours, 17% of these respondents feel these platforms harm
relationships and result in less meaningful human interaction, and 15% think that social media
distort reality and give teens an unrealistic view of other people’s lives, or that teens spend too
much time on social media (14%). Another 12% criticise social media for influencing teens to
give in to peer pressure, and a few express concerns that these sites could lead to
psychological issues or drama.
Finally, the survey also found that it is much more common for young people to post about
their accomplishments or family life than to discuss their personal problems or political beliefs
on social media. Interestingly, as opposed to millennials, roughly half of today’s teens say they
rarely (25%) or never (26%) post selfies on social media.
It is clear from this brief overview that social media online platforms are having an important
impact and influence on today’s children and youth. Many young people acknowledge the
unique challenges and benefits of their use. However, it is also evident from this overview that
apart from connectivity and communication opportunities, few children seem to be reaping
other potential benefits of social media such as greater access to participation, information,
creativity and self-expression or for emotional well-being. It is, therefore, crucial to support
children and young people to exploit and maximise the positive aspects of social media as
well. Schools are uniquely positioned to play a leading role to achieve this.

2.2 Social media literacy in the broader context of media
and information literacy
Over the past thirty years numerous efforts have been taken to define the scope of media
literacy, information literacy, and, more recently, technology, ICT and even digital or social
media literacy. Although all these fields are closely interrelated, they emerged from different
disciplines and they originally focused on different aspects. For instance, information literacy
emerged from library and information science and from its origins it was a term used to refer
to “the importance of access to information, the evaluation, creation and sharing of information
and knowledge, using various tools, formats and channels.”14 In contrast, the term “media
literacy” was more related to “education on the use of screen-based materials, emphasising
the ability to understand, select, evaluate and use media as a leading purveyor and processor,
if not producer, of information.”15 ICT literacy and digital literacy originated in computer science

14

UNESCO, Global Media and Information Literacy (MIL): Assessment Framework: Country Readiness and Competencies (Paris,
France: United Nations Educational Scientific and Cultural Organization, 2013), accessed October 10, 2018
http://unesdoc.unesco.org/images/0022/002246/224655e.pdf.
15
Ibid.
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and informatics and were terms usually employed to refer to the ability to use digital devices,
software and infrastructure. More recently, new terms such as “digital literacy” 16 and social
media literacy have emerged. This conceptual diversity plus the greater accessibility,
convergence and distribution of information and media content, in various formats and via
diverse digital tools, motivated UNESCO to introduce a new concept, namely that of Media
and Information Literacy (MIL). MIL brings together Information Literacy and Media Literacy,
along with Information and Communication Technology (ICT) and Digital Literacy, as a new
literacy construct that helps empower people, communities and nations to participate in and
contribute to global knowledge societies. UNESCO defines MIL as “a set of competencies that
empowers citizens to access, retrieve, understand, evaluate and use, create, as well as share
information and media content in all formats, using various tools, in a critical, ethical and
effective way, in order to participate and engage in personal, professional and societal
activities. This means that “a media- and information-literate person must not only be a
consumer of information and media content, but also a responsible information seeker,
knowledge creator and innovator, who is able to take advantage of a diverse range of
information and communication tools and media.”17
MIL demands a new and combined set of competencies and collaborative mechanisms which
can help people to participate more easily in the knowledge societies. Similarly, Hobbs (2019)18
defines digital and media literacy as “a constellation of life skills that are necessary for full
participation in our media-saturated, information-rich society.” These skills include the ability
to:
●

Make responsible choices and access information by locating and sharing materials
and understanding information and ideas.

●

Analyse messages in a variety of forms by identifying the author, purpose and point
of view, and evaluating the quality and credibility of the content.

●

Create content in a variety of forms, making use of language, images, sound, and new
digital tools and technologies.

●

Reflect on one’s own conduct and communication behaviour by applying social
responsibility and ethical principles.

UNESCO (2013) defines digital literacy as the “ability to effectively and critically access and evaluate information in multiple
formats, particularly digital, and from a range of sources, in order to create new knowledge, using a range of tools and resources,
in particular digital technologies. Digital literacy therefore becomes essential for governance, citizenship and development in the
digital-based knowledge economy.”
17
Ibid.
18
R. Hobbs, Digital and Media Literacy: A Plan of Action – A White Paper on the Digital and Media Literacy Recommendations of
the Knight Commission on the Information Needs of Communities in a Democracy (Washington, D.C.: Aspen Institute, 2010)
https://files.eric.ed.gov/fulltext/ED523244.pdf.
16
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●

Take social action by working individually and collaboratively to share knowledge and
solve problems in the family, workplace and community, and by participating as a
member of a community.

Nowadays, kids take in a huge amount of information from a wide array of sources, including
TV, radio, newspapers, and magazines but also from social media, video-sharing platforms,
(online) advertising and videogames. User-generated content-creation features, typical of
social media, offer many possibilities for creativity and personal expression. However, usergenerated content also poses challenges. For example, we do not always know who created
something, why they made it, and whether or not that information is credible. This makes media
literacy, and particularly social media literacy, tricky, but at the same time essential to learn
and teach from a young age. Social media literacy is not only important to identify the veracity
of content made available online or to understand its real purpose, but it is also important to
develop a number of other skills such as learning to think critically, being able to create content
responsibly and to behave safely and responsibly online.19 Other advantages of social media
literacy are summarised below:20
●

Learn to think critically. When children assess media, they also train their capacity to
decide whether the messages make sense. They learn to question why certain
information was included or excluded, and they are better able to assess why it is
presented in certain ways. They also learn to identify information which can help them
support their opinions. And, ultimately, they will be able to make up their own minds
about the information they access based on their own knowledge.

●

Become a smart consumer of products and information. Media literacy helps kids
learn how to determine whether something is credible. It also helps them recognise the
“persuasive intent” of marketing and advertising so that they can make informed
decisions about the products or services they wish to consume.

●

Recognise point of view. Identifying an author’s point of view helps kids appreciate
different perspectives. It also helps them put information into a broader context and be
more aware of potential information manipulation, disinformation tactics or even
ideological persuasion. When kids understand what type of influence something has,
they can make informed choices.

●

Create media responsibly. Recognising your own point of view, saying what you want
to say, how you want to say it, and understanding that your messages have an impact
is key to effective communication.

●

Identify the role of media in our culture. Media in general as well as social media
shape our understanding of the world and have an important influence on the ways we

Common Sense Media, “What Is Media Literacy, and Why Is It Important?”, accessed September 7, 2018,
https://www.commonsensemedia.org/news-and-media-literacy/what-is-media-literacy-and-why-is-it-important.
20
Ibid.
19
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think and behave. For this reason, it is important to be aware of the roles that social
media play in our culture. Being able to understand this can help children and
youngsters grasp the potential of social media and to exploit the opportunities they
offer.
Clearly, new socially-mediated environments demand specific literacies from the population as
only the (social) media-literate will be able to grasp the consequences of their online behaviour
and to take full advantage of the opportunities these new digital environments have to offer.21
For this reason, it is important to support children from an early age in focusing on the
opportunities social media offer and minimising as much as possible their exposure to potential
risks and harm. Schools and educators are critical actors in this process, but they are not the
only ones responsible. Undoubtedly, families, academics, governments, policy-makers,
industry and civil society also have an important role to play. Our project, however, focuses on
schools and how they can contribute to the development of the social media literacy skills of
the youngest members of society. By social media literacy we understand “the specific set of
technical, cognitive and emotional competencies that are required when using social media to
search for information, for communication, content creation and for problem-avoiding and
problem-solving, both in a professional and social context.”22 Social media literacy can thus be
considered a crucial component of media and information literacy.

2.3 Growing momentum for social media literacy in
education
Digital and media literacy competencies constitute core competencies of citizenship in the
digital age. For instance, people need skills to find relevant information, to find and apply for
jobs, to get relevant health information, etc. To assess the veracity and relevance of
information, people also need to be able to distinguish what is real from what is fake, what is
a marketing strategy from facts. To take advantage of online educational opportunities, people
need to have a good understanding of how knowledge is constructed and how it represents
reality and articulates a point of view. To take social action and truly engage in civic activities
that can have a positive impact on their communities, they need to feel a sense of
empowerment that comes from working collaboratively to solve problems.23

V. Donoso and V. Verdoodt, “White Paper Social media literacy: Time for an update!” EMSOC, 2014, accessed October 10,
2018,
https://limo.libis.be/primo-explore/fulldisplay?docid=LIRIAS1708809&context=L&vid=Lirias&search_scope=Lirias&tab=
default_tab&lang=en_US&fromSitemap=1.
22
H. Vanwynsberghe, R. Vanderlinde, R., A. Georges and P. Verdegem, “The librarian 2.0: identifying a typology of librarians’
social media literacy,” Journal of Librarianship and Information Science (2014): 283-293.
23
Hobbs.
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Although these skills are necessary and practical, many citizens, including children, have not
yet acquired them. Millions of people worldwide continue not to have access to digital
technologies and many of those who do are not yet fully capable of taking full advantage of the
opportunities digital and social media have to offer. As the recent UNESCO report on Digital
skills for life and work24 notes, “while digital skills education and training has evolved over the
past 20 years, the quality and effectiveness of its provision remain inconsistent. Pronounced
inequalities and disparities exist in terms of individuals’ digital skills and competencies within
communities, countries and regions. Reconciling these gaps will require more than technology
alone. Holistic approaches – encompassing policy, implementation, funding and partnership –
are needed to ensure that all learners have opportunities to cultivate relevant digital skills.”
Clearly, there is growing momentum to support the integration of digital and social media
literacy into education worldwide. For instance, in its Strategy for a Better Internet for Children,
the European Commission (EC) emphasises the importance of encouraging creativity and
positive use of the internet among children to “help them develop their digital skills” but also to
“empower them to grow and shape their world in a safe, creative way, to build communities,
and to be active in a participatory society.”25 The underlying premise is that the more medialiterate or skilled users become, the more they will benefit from the positive aspects of social
media environments.26 Another example is the US Department of Education’s 2010 technology
plan, which highlights that “whether the domain is English language arts, mathematics,
sciences, social studies, history, art, or music, 21st-century competencies and expertise such
as critical thinking, complex problem-solving, collaboration, and multimedia communication
should be woven into all content areas. These competencies are necessary to become expert
learners, which we all must be if we are to adapt to our rapidly changing world over the course
of our lives, and that involves developing deep understanding within specific content areas and
making the connections between them.”27
Similarly, media literacy has been recognised in different aspects of European policy as a
necessary requirement for users to fully participate in and reap the benefits of new media,
while enhancing their freedom and ability to choose and participate in the information society.

24

D. Atchoarena, N. Selwyn, B. Chakroun, F. Miao, M. West and C. de Coligny, Working Group on Education: digital skills for life
and work, Geneva: ITU Broadband Commission for Sustainable Development, Working Group on Education, 2017, accessed
October 9, 2018, http://unesdoc.unesco.org/images/0025/002590/259013e.pdf.
25
European Commission, “European Strategy for a Better Internet for Children,” Brussels, May 12, 2012, http://eurlex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2012:0196:FIN:EN:PDF.
26
S. Livingstone, “Developing social media literacy: How children learn to interpret risky opportunities on social network sites,”
Communications 39, no. 3 (2014): 283–303.; S. Livingstone and J. Haddon, “EU Kids Online: Final report,” LSE, London: EU Kids
Online
(EC
Safer
Internet
Plus
Programme
Deliverable
D6.5),
2009.
http://www.lse.ac.uk/media@lse
/research/eukidsonline/eu%20kids%20i%20%282006-9%29/eu%20kids%20online%20i%20reports/eukidsonlinefin alreport.pdf;
Mascheroni and Ólafsson, 2014.
27
U.S. Department of Education, Transforming American Education: Learning Powered by Technology – National Education
Technology Plan 2010, Washington D.C.: U.S. Department of Education Office of Educational Technology, 2010, accessed
October 9, 2018, https://www.ed.gov/sites/default/files/netp2010.pdf.
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The EC has also called upon the Member States to, among other measures, cooperate in
improving media literacy on a national level. On request of the European Parliament, the
Commission set up a Media Literacy Expert Group that analyses and defines the objectives
and trends of media literacy, encourages good practices at European level and supports
action.

28

In addition to these initiatives, the Commission has drafted specific policy

recommendations for the Member States and the industry players, 29 focusing on educational
measures (including lifelong learning), awareness-raising campaigns, continued research as
well as co- and self-regulatory initiatives. The Council of the European Union welcomed these
recommendations and emphasised that the educational system is a key player to further media
literacy efforts.30 Furthermore, through the adoption of the Digital Agenda for Europe, a new
policy framework for enhancing the level of media literacy of social media users was
established. It provides measures that encourage the building of digital confidence, literacy
skills and inclusion, as well as the promotion of cultural diversity and creative content. 31 In
October 2013, a right to Internet and media literacy was also included in a Council of Europe
Draft Guide on Human Rights for Internet Users, and media literacy was recognised as an
important requirement for the protection of human rights in the context of social networking
services.32 European policy-makers recognise that in order for social media users to be truly
empowered, all relevant stakeholders, including schools, have to take up their responsibility.33
It is clear that (social) media literacy skills have been a core priority for Europe as illustrated in
the AVMS Directive,34 which introduced the image of the responsible or “media-literate” viewer.
According to this Directive, media literacy includes the “skills, knowledge and understanding that
allow consumers to use media effectively and safely.” If well equipped, (social) media users are
no longer passive, powerless or vulnerable receivers of content. With the right skills, they can

European Commission, “Group Details – Commission Expert Group,” last modified on July 30, 2018, http://ec.europa.eu/
transparency/regexpert/index.cfm?do=groupDetail.groupDetail&groupID=2541&Lang=EN.
29
Council of the European Union, “Council conclusions of 27 November 2009 on media literacy in the digital environment for a
more competitive audiovisual and content industry and an inclusive knowledge society (2009/625/EC),” Official Journal of the
European Union C301/12, August 20, 2009. https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32009H0625&
from=EN.
30
Ibid.
31
European Commission, “Digital Agenda: Commission outlines action plan to boost Europe’s prosperity and well-being,” last
modified May 19, 2010, https://ec.europa.eu/digital-single-market/en/news/digital-agenda-commission-outlines-action-planboost-europes-prosperity-and-well-being.
32
Council of Europe, “Draft Guide on Human Rights for Internet Users,” last modified April 16, 2014,
https://rm.coe.int/16804d5b31.); Council of Europe, “Recommendation CM/Rec(2012)4 of the Committee of Ministers to member
States on the protection of human rights with regard to social networking services,” April 4, 2012,
https://search.coe.int/cm/Pages/result_details.aspx?ObjectID=09000016805caa9b.
33
In the resolution of 16 December 2008 on media literacy in a digital world (2008/2129(INI)), the European Parliament identified
a wide range of stakeholders including governments, industry players, educational systems, parents, journalists, broadcasters
and media organisations, libraries, adult education centres, citizens’ cultural and media organisations, further education and
training establishments, citizens’ media and civil society as a whole.
European Parliament, European Parliament resolution of 16 December 2008 on media literacy in a digital world (2008/2129(INI)),
Strasbourg (2008), http://www.europarl.europa.eu/sides/getDoc.do?pubRef=-//EP//TEXT+TA+P6-TA-2008-0598+0+DOC+XML+
V0//EN.
34
European Parliament and Council of the European Union, “Directive 2010/13/EU of the European Parliament and of the Council
of 10 March 2010 on the coordination of certain provisions laid down by law, regulation or administrative action in Member States
concerning the provision of audiovisual media services (Audiovisual Media Services Directive),” Official Journal of the European
Union L95/1 (2010), https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri= CELEX:320 10L0013&from=EN.
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exercise control and actively participate in the production and distribution of social media content.
Nevertheless, not all citizens and certainly not all children have become responsible and
empowered social media consumers. More needs to be done to foster their social media literacy
skills. An important question that emerges in this context is how schools can support these efforts
especially when children, their background, and their social media experiences, interests and
motivations are so diverse and when schools claim to have little time, resources, knowledge and
support to take on the huge responsibility of fostering social media literacy. A first step in this
process is to develop a long-term, whole-school Social Media Literacy Strategy that can
effectively and meaningfully contribute to the increase of social media literacy skills of their school
community and beyond.
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3. Developing a Social Media Literacy Strategy
for schools
The development of a school social media literacy strategy may take different directions
because of competing priorities within the school and among the different educational
stakeholders such as the Board, the school management, parents’ associations, the school
council, etc. It is important, therefore, that school strategies are guided by a common vision,
shared priorities and a well-argued plan to achieve these priorities. In the following sections
we will present Best Practices and concrete guidelines for the development of effective school
social media literacy strategies. We extract lessons learned from research on the effectiveness
of school-based programmes. Informed by these studies, we extrapolate guiding principles to
develop more effective Social Media Literacy strategies.

3.1 The Foundations of a school-based Social Media
Literacy Strategy
The enormous popularity of social networking sites and smartphones allows children and
young people to be connected everywhere, increasing the opportunities to develop social
media literacy skills but also their exposure to potential risks and incidents. While many schools
are unprepared to deal effectively with social media and with their related risks, others simply
feel reluctant to take action on behaviours that often take place outside the school. 35 It is not
uncommon to hear school staff and leaders, and even policy-makers, complain that that they
are unsure as regards effective mechanisms to deal with social media at school and many feel
particularly insecure when making decisions as regards encouraging, restricting or banning
their use at school.
Although many schools have traditional media literacy strategies in place, these may not
necessarily be completely appropriate to tackle the issues of social media. One notable
difference with traditional forms of media is the fact that digital technologies have blurred the
boundaries between home and school, creating important questions and new challenges for
the school community. For instance, school classmates can cyberbully each other from home
or children can be bombarded with fake news and inaccurate information while doing their
homework. In this rapidly changing online environment, whose responsibility is it to educate

T. Feinberg and Robey, N, “Cyberbullying: School leaders cannot ignore cyberbullying but rather must understand its legal and
psychological ramifications,” Principle Leadership, no. 9 (2008): 10-14.; M. L. Ybarra, M. Diener-West and P. J. Leaf, “Examining
the overlap in Internet harassment and school bullying: Implications for school intervention,” Journal of Adolescent Health, no. 41
(2007): 42–50.
35
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children to become social media-literate? Can schools or parents simply assume that because
a certain incident did not happen at school or at home it is not their responsibility to intervene?
These and related questions underline the importance of actively involving teachers, parents,
students and other community actors in the development of Social Media Literacy (SML)
strategies. Based on existing research, in this section we extrapolate several guiding principles
which should guide the development of social media literacy strategies at school.
Over the past two decades, a wide array of internet safety education materials and
programmes have been developed to increase safe and positive child and youth behaviour
and safety online. Because it is a relatively new field of prevention, experts claim that internet
safety educational programmes should incorporate practices that prior prevention evaluation
studies have shown to work best. As a matter of fact, several studies have tried to identify
common characteristics of successful youth education prevention programmes. These reviews
have noted, for example, that strategies such as the use of extreme examples, fear-inducing
tactics, and lectures mainly focusing on information delivery are less effective than skill-based
programmes that employ active learning strategies and clear theoretical models. In their
systematic review of effective youth prevention education Jones, Mitchell, and Walsh
concluded that active, skill-based lessons, focused on research-based causal and risk factors,
and provided with adequate dosage were key aspects of successful prevention programmes.
Their findings also suggest that because many of the existing internet safety educational
materials do not include many or most of these elements it is necessary to re-assess how
internet safety education should be delivered in the future. They go on to argue that “singlesession, assembly-style programs that have marked much of the internet safety education
efforts are not likely to work. Policy-makers and consumers should not provide support to
programs designed to be delivered in this way.” 36 They also highlight the need for these
programmes to be incorporated into other existing youth prevention programmes or initiatives
already focusing on other types of offline youth risky behaviour such as school violence or sexrelated risks. In their view, isolating internet safety education from more traditional youth
prevention programmes may add an extra burden to the prevention efforts already carried out
by parents, youth organisations and schools. “There is only so much time that can be spent
exposing youth to prevention education. Internet safety concerns have to compete with
education on drug abuse, sexual abuse, sexual harassment, bullying, and HIV and pregnancy
prevention. Handling this issue by resorting to quick, one-hour school assemblies is not going
to help address important problems and will likely waste resources.” They go on to argue that
“youth should not be short-changed with ineffective strategies. Instead internet safety

Jones, L. M., K. J. Mitchell, and W. A. Walsh. “A Systematic Review of Effective Youth Prevention Education: Implications for
Internet Safety Education.” Crimes against Children Research Center. Durham, NH: University of New Hampshire, 2014.
36

This project has received funding from the European Union.
This communication reflects only the author's view. It does not represents the view of the
European Commission and the EC is not responsible for any use that may be made of the
information it contains.

Page 16 of 66

23 November 2016, Luxembourg

education developers should consider combining forces with traditional offline programs that
target similar problems,” Finkelhor (2014) came to a similar conclusion, recommending that
existing bullying programmes could incorporate information on cyberbullying, or sexual
education programmes should incorporate information on online relationships.37
Although the studies described so far mainly focus on the issues of online safety, bullying and
cyberbullying, several Best Practices can be extrapolated which can be useful to the
development of successful social media literacy strategies at school. In particular, the following
guiding principles are relevant when developing an SML strategy:
●
●
●

●

●

●
●
●

●
●
●
●
●

The SML strategy should include a clear definition of social media literacy.
The SML strategy should act as a guiding framework. Therefore, all school staff,
parents and pupils should be effectively informed about it.
The approach towards social media should be consistent. This implies that a
whole-school approach should be embedded in the school social media policy,
staff should be trained, students briefed, and parents informed. School assemblies
can be powerful to deliver a whole-school message about the SML strategy.
The SML strategy must be fit for the purpose. School strategies should respond
to the specific needs of schools considering the characteristics of the school
population, for instance pupils’ age, gender, socio-economic status, etc.
Staff training should be part of the teacher training programme (both initial and
ongoing). This training should include knowledge about social media and related
interventions in cases of incidents.
Knowledge of students’ social media usage is essential. This can be achieved
by regularly auditing for social media use and behaviour in and out of the school.
The SML strategy should be, as much as possible, embedded in the curriculum
ensuring that classes are given by enthusiastic staff.
A centralised recording system to identify vulnerable students at intake, track
student behaviour and provide evidence for the effectiveness of SML interventions
(e.g. peer support) should be available.
Social media-related initiatives with staff and students must be permanently
evaluated.
Training providers and resources should be assessed so that schools can
make informed decisions regarding the services and platforms they want to employ.
The school should provide support and incentives to motivate the school
community to actively engage in the SML strategy development process.
Parental involvement is essential, but it can be challenging. Therefore, it is
important to develop adequate measures to ensure parents’ active engagement.
In the event of problematic situations or incidents related to the (mis)use of social
media, a variety of reporting systems for pupils and parents should be in place.
These should be non-stigmatising and non-exposing. These reports should be
acknowledged by schools and reporting individuals should be informed of the

D. Finkelhor, “Commentary: Cause for alarm? Youth and internet risk research–a commentary on Livingstone and Smith
(2014),” Journal of Child Psychology and Psychiatry 55, no. 6 (2014): 655-658.
37
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actions the school would take. School councils could have a prominent role to play
here.

3.1.1 Engaging relevant stakeholders
Because the use of social media at school – and also outside it – can have a significant impact
in schools, dealing with social media is a mission that requires administrators, teachers,
counsellors, parents, and students to work together. In other words, a “whole-school approach”
is required. This “involves addressing the needs of learners, staff and the wider community,
not only within the curriculum, but across the whole-school and learning environment. It implies
collective and collaborative action in and by a school community to improve student learning,
behaviour and wellbeing, and the conditions that support these” 38. Typical elements of wholeschool approaches include: school councils or assemblies or systems that support parent/carer
involvement.
Developing meaningful whole-school strategies and policies is a time-consuming and not
always straightforward process. For instance, in the field of cyberbullying, research has shown
that many schools fail to have adequate policies in place. An analysis carried out by Smith et
al. revealed that many schools struggle to produce “good policies” and that many policies are
restricted to pupils rather than being really “whole-school”.39 In Belgium a study on school
cyberbullying policies concluded that successful strategies must be embedded in a wholeschool programme which contemplates a wide spectrum of actors beyond the school (e.g. the
police, social media providers, Internet service providers, etc.). They also stressed the
importance of taking into account the concerns raised by the school team and of supporting
teachers, through training and appropriate materials, so that they can feel that they have the
ability to implement the actions proposed in the strategies.40
Thompson and Smith also examined and assessed the effectiveness of the strategies that
schools use to tackle episodes of bullying at school. They found that school assemblies were
the most consistent method of delivering a whole-school message about anti-bullying while
school councils were considered an effective system for reporting problems in schools.
Initiatives to involve parents were considered essential; however, some schools faced
considerable difficulties in engaging parents.41

International Bureau of Education, “Whole school approach,” UNESCO, October 10, 2018, http://www.ibe.unesco.org/en.
P.K. Smith, A. Kupferberg, J. A. Mora-Merchan, M. Samara, S. Bosley, and R. Osborn “A content analysis of school anti-bullying
policies: a follow-up after six years,” Educational Psychology in Practice 28, no. 1 (2012): 47-70.
40
H. Vandebosch, K. Poels, K. Van Cleemput, G. Deboutte, and S. Bastiaensens, Zes jaar onderzoek naar cyberpesten in
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2016,
2012,
http://wise.vub.ac.be/fattac/mios/FA%20white%20paper%201%20Zes%20jaar%20onderzoek%20naar%20cyberpesten.pdf.
41
F. Thompson and P. K. Smith, The Use and Effectiveness of Anti-Bullying Strategies in Schools, Goldsmiths, University of
London, Department of Education, 2011.
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Plenty of evidence points in the direction of a whole-school approach as one of the most
important pre-requisites to develop successful school strategies. However, little is known about
the mechanisms that should be in place so that schools can design efficient and meaningful
social media literacy strategies. By increasing stakeholders’ participation early in the process,
schools can increase the uptake and effectiveness of their strategy. By actively contributing to
the development of the school SML strategy, school staff, parents, carers and students will
feel part of the process and will contribute to making the strategy more attainable and finetuned to real needs identified at school. This means that it is advisable to actively engage the
school community as early as possible in the strategy development. Schools, however, often
lack the knowledge and/or the tools to ensure the active participation of all relevant
stakeholders (including students, parents, teachers as well as representatives of the wider
community if relevant for the school, e.g. the local police). Research on citizen participation in
public policy-making can be useful to illuminate this area. Indeed, many of the guiding
principles, but also challenges and limitations related to participatory policy-making, can be
extrapolated to the school reality. In this section we refer to how a participatory approach
towards strategic planning and policy-making can serve enhance the effectiveness of the SML
school strategy and related policies.
Public participation is conceived as essential to modern democracy and active citizenship,
offering benefits such as increasing democracy, fostering citizen and community capacity, and
promoting responsive and effective policy decisions.42 Ensuring the meaningful participation of
citizens in consultation exercises is not straightforward and even when citizens are involved in
consultation processes there are doubts as regards their real influence on policy decisions and
development. 43 Typical problems related to the experience of citizens in policy-making
consultations include one-way communication, infrequent feedback, limited involvement, poor
representativeness, consultation being government-controlled, and consultation having little or
no effect on policy decisions.44 Taken to a school context the following lessons can be learned
when designing an SML strategy:
●

Avoid one-way communication: Traditional consultation techniques usually involve
one-way communication between citizens and government representatives, with
citizens sharing their views with government representatives or government officials
informing citizens of government´s intended actions. However, no real dialogue takes
place and citizens do not actively engage in the process, with the consequent lack of
opportunities to collectively find solutions to policy-related problems. 45 In a similar

M. Barnes, J. Newman, A. Knops and H. Sullivan, “Constituting ‘the Public’ in Public Participation,” Public Administration, no.
81 (2003): 379-399.
43
M. Woodford and S. Preston, “Strengthening citizen participation in public policy-making: A Canadian perspective,”
Parliamentary Affairs, no. 66 (2011): 345-363.
44
Ibid.
45
S. Phillips, “SUFA and Citizen Engagement: Fake or Genuine Masterpiece?” Policy Matters, no. 2 (2001): 1–36.
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fashion, it is important that in a school context, students, teachers and parents have
opportunities to deliberate issues together with the school management rather than just
being consulted on specific issues. An open and democratic dialogue will help reach
agreements regarding the focus and goals of the SML strategy and how to best
implement it at school. In the specific case of strategies designed to increase social
media literacy, school managements and boards should bear in mind that plenty of
information lies with the pupils themselves and their families and they should make the
effort to find ways to collect this valuable information. Only by having a realistic
overview of social media in their school community will schools be able to devise
meaningful SML strategies that effectively respond to the needs of the school
community.
●

Infrequent feedback: Those who participate in consultation initiatives are almost never
informed about how their input was used to inform policy decisions. 46 Therefore,
schools should provide concrete feedback on how input from the different stakeholders
was integrated into the SML strategy developed. This implies that not only school staff
and pupils are informed but also parents and other members of the community, if
relevant. Considering the heterogeneity of the school community, communication
should be simple, clear, brief and straightforward, highlighting how the contributions
from the different actors were integrated into the SML strategy. Providing feedback is
important because the permanent engagement of the whole school can only be
guaranteed if the different actors feel that their contributions are valued and that their
voices are heard.

●

Limited involvement: Consultation methods tend to limit citizen participation to
specific stages of policy creation,47 usually by allowing them to provide input at the
beginning or feedback at the end of the consultation process. This limits citizens’
participation when they are not able to take part in other crucial stages of policy
development. In the case of schools, it is recommended that representatives of all the
school strata are actively involved throughout the whole strategy development process
as well as during the assessment phases. This is important to ensure that the strategies
developed are the result of a collaborative effort and its results are meaningful to all
actors involved in the process.

●

Poor representativeness: Although it is usually recommended that consultation
processes are representative and that no groups are deliberately excluded from the
process, some authors have criticised the tendency for only participants with
“acceptable” viewpoints to be invited.48 Schools need to be particularly aware not to
exclude school minorities such as physically or mentally disabled children, ethnic
minorities, etc. They should also make an extra effort to engage pupils, parents or staff
who would not normally volunteer for such a task. In the case of parents, practical
problems which may hinder participation include the fact that many may be unable to
attend meetings because of work-related obligations or incompatible schedules. Also,

46
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in the case of children and families who are non-native speakers of the language
spoken at school, potential language issues should also be taken into consideration.
Therefore, it is important that schools provide the right support so that
representativeness can be enhanced (e.g. providing translation if necessary, or
organising online meetings if physical attendance is difficult for some, etc.). Last,
special efforts should be made to ensure that children, parents and school staff with
different points of view and from different backgrounds participate, especially those who
would not normally take part in such consultation processes.
●

Government-controlled: Traditional consultations have been criticised because
governments usually decide the focus of consultations, their format, the questions to
be asked and whom to consult. Governments also determine how the input gathered
may (or may not) influence policy, 49 therefore limiting and determining the focus of
citizens’ input.50 In a school context it is advisable to employ participatory and usercentred approaches to gather the views of a wide spectrum of the community so that
an honest, open and transparent dialogue can take place.

●

Imbalance of power: Considering the imbalance of power typical of school
hierarchies, schools should devise mechanisms to help students, staff and parents
engage in the SML strategy development process and make them feel their
contributions are heard and do matter. Ensuring more participatory approaches
towards policy-making will enable different actors, especially those in a weaker power
position, to exercise considerable power and have a bigger impact during the strategy
co-creation process.

●

Little or no effect on policy decisions: Several authors argue that traditional
consultation processes have little or no effect on policy-making 51 while others see
consultation as either mere “window-dressing” 52 or simply as a tactic to delay
substantial policy change.53 Because governments are not obliged to consider, or act
based on the results of consultations, it is not enough to provide citizens with a venue
to express their opinions. Such a venue is not guarantee of true participation in the
policy-making process.54 Similarly, in the case of schools, the mere consultation of a
wide variety of stakeholders will not ensure the meaningfulness nor the effectiveness
of the SML strategy. For this reason, SML strategies should be thought, designed,
implemented and evaluated in ways that foster the iterative and permanent
engagement and active participation of the whole school.

Traditional policy-making processes have been marked by the lack of engagement and real
participation of different stakeholders. Top-down consultation rather than collaborative
dialogue has dominated the shaping of public policies. Similar processes are observed at

49
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school, with school managements largely dominating the design of policies. 55 We believe that
one possible way of dealing with this issue is to employ not only user-centred but also
participatory approaches to the school strategy development process. By means of more
participatory approaches it is possible to foster the active engagement, rather than the mere
consultation, of a wider spectrum of educational actors. Different methods and techniques can
serve this purpose, including in-depth interviews

56

or focus groups

57

with relevant

stakeholders.

3.1.2 Other elements to consider when developing a social media literacy
strategy
Despite the wide variety of youth education prevention programmes developed to date (e.g.
drug, alcohol, sex education, bullying, etc.) research has demonstrated that successful
programmes share common characteristics. For instance, they are sequenced, active, focused
and explicit, they are spread over several sessions and they usually involve youth and experts
as programme deliverers. In this section we summarise the most successful elements of youth
education prevention programmes which we believe can be useful in the development of a
Social Media Literacy strategy:
Several lessons rather than single-session, assembly-style programmes: There is plenty
of evidence from educational research that youth must have time with programme content and
get experience practising and using new skills and strategies.58 Aspects such as getting a
chance to practise in different environments (e.g. with homework), and having the information
reiterated after some time (booster sessions) increase positive outcomes.59 Some examples
of how this could be achieved include active debates and role-plays in class, practice exercises
online while at school (e.g. participating in a blog or forum) and/or work at home with parents
(e.g., helping their parents review privacy settings.). Because multiple-session programmes
achieve better results, SML strategies should encourage multiple-session approaches rather
than single lessons or isolated initiatives.

H. Van den Bosch, K. Poels and G. Deboutte, “Schools and cyberbullying: Problem perception, current actions and future
needs,” International Journal of Cyber Society and Education 7, no. 1 (2014): 29-48.
56
R. S. Y. Berry, “Collecting data by in-depth interviewing,” paper presentation, British Educational Research Association Annual
Conference, University of Sussex at Brighton, September 2-5 1999, http://www.leeds.ac.uk/educol/documents/00000 1172.htm.
57
R. A. Krueger and M. A. Casey, Focus Groups: A Practical Guide for Applied Research (Los Angeles: Sage Publications Inc,
2015).
58
C. Bonwell, J. A. Eison and A. James, “Active learning: Creating excitement in the classroom,” ASHE-ERIC Higher Education
Report Series, Washington DC: George Washington University, 2000.
59
L. M. Jones, K. J. Mitchell and W. A. Walsh, “A Content Analysis of Youth Internet Safety Programs: Are Effective Prevention
Strategies Being Used?” Crimes against Children Research Center, Durham, NH: University of New Hampshire, 2014a.; L. M.
Jones, K. J. Mitchell, and W. A. Walsh, “A Systematic Review of Effective Youth Prevention Education: Implications for Internet
Safety Education,” Crimes against Children Research Center, Durham, NH: University of New Hampshire, 2014b.
55

This project has received funding from the European Union.
This communication reflects only the author's view. It does not represents the view of the
European Commission and the EC is not responsible for any use that may be made of the
information it contains.

Page 22 of 66

23 November 2016, Luxembourg

Involvement of youth as programme leaders: Although there have been mixed results for
the involvement of youth as program leaders, there is some evidence that the involvement of
these groups can increase the effectiveness of some programmes. “The use of peer-education
in prevention efforts could be a promising approach for internet safety programs.”60 Given that
internet problems tend to be most prevalent among older youth, training youth peer leaders,
or including youth in delivering programme material could be a particularly promising avenue
for future education efforts.61
In the Annual Analysis carried out by the South West Grid for Learning,62 which looks at the
self-review data from 5,500 UK schools using their free self-assessment tool 360 Degree Safe,
they found that while the strongest areas are around filtering and policies, schools are weakest
when it comes to youth engagement, community engagement and training of staff and
governors. According to Childnet International, “despite the importance and effectiveness of
youth engagement in delivering outstanding esafety provision in schools, the latest findings
show that while this is improving year on year, it is still one of the weakest areas of esafety
provision in schools.”

63

SML strategies should consider mechanisms to encourage the

involvement of youth as programme leaders.
Involvement of experts: As regards the involvement of experts, in general, programmes led
by specialists (e.g., programme developers, prevention agency staff, mental health
professionals, etc.) seem to be more effective than when these programmes are taught by
other adult leaders such as teachers and school staff. It is important, therefore, that the SML
strategy offers the possibility to involve different stakeholders. Depending on the topics to be
treated and the target group, the choice for delivery may vary. For instance, in cases such as
discussions about highly sensitive issues such as sexting or other forms of risky sexual online
behaviour, it is possible that older children and young people may feel more at ease if parents
or even their own teachers do not take part in the same discussions. Bringing in external
experts to discuss highly sensitive issues may be a possible way forward, especially in cases
where schools do not possess the expertise to treat these topics in depth.
Deciding who should be involved in delivering which aspects of the SML strategy will depend,
therefore, to a great extent on the target group as well as on the school’s internal (human)
resources. In some schools, children may feel perfectly comfortable discussing private or
sensitive issues with some teachers. In other schools this may not be the case. What is
60
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important, therefore, is that schools, and especially school leaders, are aware of the different
options available so that they can make informed decisions based on the school’s own needs.
Last, when deciding who delivers specific sessions or programmes, it is necessary to ensure
that the people delivering programmes are knowledgeable about the issues at stake and are
able to present the information and discuss related issues in an open, informed, objective and
unbiased way. This means that not only the content but also the way in which information is
delivered matter in this case.
Sequenced, active, focused and explicit programmes (SAFE): Research has also
demonstrated that programme effectiveness is increased when programmes are sequenced,
active (i.e. they require youth to act on the material, practise and receive feedback), focused
(i.e. they plan and devote adequate time, effort and attention to skills-building) and explicit (i.e.
they set clear and specific learning objectives).64 An effective SML strategy should incorporate
these SAFE principles as much as possible.
Programmes targeted to “at-risk” groups: Most internet safety educational tools have
focused so far on the general child population, i.e. all children under 18. However, evidence
demonstrates that not all children are confronted with the same types of online risks. Different
children are confronted with different types of risks depending on a number of factors such as
their age, gender, socio-economic status, parent-child relationship and psychological traits.65
For instance, a study found that among Flemish adolescents, using online social networks for
meeting new people is mostly practised by boys, schoolchildren enrolled in technical or
vocational education, adolescents with lower-educated parents and those suffering from a
rather bad child–parent relationship.66 In addition, these adolescents are more likely to publish
personal data such as contact or location information, and to organise meetings with people
they have only met online, putting them at a greater contact-type of risk. Another study found
that girls were more likely to be aware of online risks and declared less online risk behaviour
compared with boys. Furthermore, it found that older children did not differ from younger
children in their online risk awareness, but they did show more online risk behaviour. 67 These
findings highlight the importance of developing programmes which target at-risk groups in a

J. A. Durlak, R. P. Weissberg, A. B. Dymnicki, R. D. Taylor and K. B. Schellinger, “The Impact of Enhancing Students’ Social
and Emotional Learning: A Meta-Analysis of School-Based Universal Interventions,” Child Development, no. 82: 405-432. DOI:
10.1111/j.1467-8624.2010.01564.x; J. A. Durlak, R. P. Weissberg and M. Pachan, “A Meta-Analysis of After-School Programs
That Seek to Promote Personal and Social Skills in Children and Adolescents,” American Journal of Community Psychology 45:
294-309. DOI: 10.1007/s10464-010-9300-6.
65
U. Hasebrink, A. Görzig, L. Haddon, V. Kalmus and S. Livingstone, “Patterns of risk and safety online: in-depth analyses from
the EU Kids Online survey of 9- to 16-year-olds and their parents in 25 European countries,” EU Kids Online network, London,
UK, 2011. http://eprints.lse.ac.uk/39356/.
66
Vandoninck et. al.
67
J. D. Schilder, M. B. J. Brusselaers and S. Bogaerts, “The Effectiveness of an Intervention to Promote Awareness and Reduce
Online Risk Behavior in Early Adolescence,” Journal of Youth and Adolescence, no. 45 (2016): 286–300.
http://doi.org/10.1007/s10964-015-0401-2.
64

This project has received funding from the European Union.
This communication reflects only the author's view. It does not represents the view of the
European Commission and the EC is not responsible for any use that may be made of the
information it contains.

Page 24 of 66

23 November 2016, Luxembourg

differentiated way so that the possibility of encountering online risks and harm can be
effectively decreased. There appears to be some indication that when programs are targeted
to ‘at-risk’ samples, they are able to show greater effectiveness.” 68 For this reason, SML
strategies should pay special attention to how to effectively target at-risk groups.
Tips to develop a meaningful SML strategy at school














68

Include a clear definition of Social media literacy and develop a consistent SML
strategy that acts as a guiding framework.
The SML strategy must be fit to purpose and should be embedded, as much as
possible, in the curriculum.
Evaluate social media related initiatives with staff and students on a regular basis
and offer staff training in areas where it is required.
Regularly audit for social media use and behaviour in and out of the school, identify
vulnerable students at intake and monitor their progress.
Provide evidence for the effectiveness of SML interventions as well as support and
incentives to motivate the school community to actively engage in the SML strategy
development and implementation.
SML strategies should be thought, designed, implemented and evaluated in ways
that foster the iterative and permanent engagement and active participation of the
whole school. Merely consulting stakeholders is not enough.
Work with children and young people, parents, school staff and the whole school
community. This will help to provide a solid foundation from which to embed
systematic developments and improvement to the strategy.
Parental involvement is key, but it can be challenging. Therefore, develop adequate
measures to ensure parents’ active engagement from the strategy inception to its
implementation.
Providing feedback is important because the permanent engagement of the wholeschool can only be guaranteed if the different actors feel that their contributions are
valued and that their voices are heard.

Jones, Mitchell, and Walsh, 2014b.
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4. Building a Social Media Literacy (SML)
Strategic Plan
Taking advantage of the benefits social media have to offer while minimising their risks is a
common dilemma many schools face daily. Schools have different views and approaches
about what they find beneficial or appropriate for their pupils and what is not. Schools are also
guided and/or regulated by national, regional or local educational frameworks, laws and
regulations. For example, while countries such as France ban the use of smartphones at
school, many schools in other countries have a “Bring your own devices (BYOD)” culture.
These discrepancies respond to several school and non-school-related factors. These may
include the pupils’ backgrounds, the school climate, parental pressure, and even legislation.
For instance, in a recent New York Times article, the author argues that “in New York, as in
many American school districts, parents want to be able to check on their children throughout
the day. And in school shootings in the United States, students have often used their phones
to call 911 and report ‘active shooter’ situations. In France, where there have been no school
shootings, few parents have objected to the ban.”69 This example illustrates the importance of
the individual school context in the development of effective but also meaningful SML school
strategies. But developing an effective Social Media Literacy strategy is not an easy task. An
effective strategic plan is guided by an overall vision, which may be reflected in a mission
statement.70 It identifies the strategies that must be implemented to achieve the vision, and
when doing so, it takes into account human, technical and financial capacities. The plan sets
priorities, realising that all goals cannot be reached at once. It is credible, which means that it
is based on an in-depth analysis of the current situation and of previous trends identified at
school and on well-argued hypotheses. Sufficient thought is given to how to overcome possible
human resource, technical, financial and other types of constraints so that the plan has a
greater chance of being implemented smoothly. It is also sensitive to the environment by
including an analysis of vulnerabilities and potential risks which may affect the strategic plan.
Therefore, it must include ways to plan for reducing such risks and strengthening resilience. A
strategic plan should also pay attention to disparities within the school, for instance in terms of
age, gender or pupils’ backgrounds.71

A. J. Rubin and E. Peltier, “France Bans Smartphones in Schools Through 9th Grade. Will It Help Students?” The New York
Times, September 20, 2018, https://www.nytimes.com/2018/09/20/world/europe/france-smartphones-schools.html.
70
International Institute for Educational Planning, “Preparation of Strategic Plans,” IIEP-UNESCO, last modified September 26,
2018, http://www.iiep.unesco.org/en/our-expertise/preparation-strategic-plans.
71
International Institute for Educational Planning.
69

This project has received funding from the European Union.
This communication reflects only the author's view. It does not represents the view of the
European Commission and the EC is not responsible for any use that may be made of the
information it contains.

Page 26 of 66

23 November 2016, Luxembourg

4.1 What is strategic planning and why is it relevant for
schools?
Schools and school leaders have a plethora of techniques and methods at their disposal that
are supposed to support them in their efforts to improve their performance, the quality of
education, and the satisfaction of students, parents and the wider community. However, it is
often difficult for schools to define their needs and goals, and to develop plans for action based
on them that contribute to the achievement of these objectives in a measurable and meaningful
way.72 Here, strategic planning can prove a useful tool, and although businesses were the first
to widely apply strategic planning, schools have in fact been using it successfully for several
decades now. In this, their motivation may be different, ranging from the long-held tradition of
some schools of monitoring and documenting “values-based goals”, to other schools turning
to strategic planning when they are confronted with specific challenges or changes.73
Especially the latter aspect, adaptation to change within or outside the school, can be difficult
to incorporate in traditional school planning. Although many schools do plan for the long-term,
their planning often assumes schools to be closed systems that are not and will not be
influenced by external factors. Strategic planning can help schools to shape their future through
a more dynamic approach that takes into consideration the changing societies and
circumstances in which they operate, without losing focus on their own goals. Thus, strategic
planning assumes the school and its environment as an open system, and thus it can be
dynamically adapted to integrate the shifting external factors.74
Apart from its research-based, dynamic approach, strategic planning is characterised by
integrated, participatory involvement.75 This means that, on a conceptual level, stakeholders
from the wider school community should be involved in formulating the strategy, and their
needs should be taken into account when designing it. This process can put a strain on the
schools, but it is crucial to bring together the views and needs of different stakeholders in a
differentiated manner. Thus, not only does strategic planning produce an output, namely the
plan itself, that can be beneficial for schools, but the process of designing a strategic plan in
itself has positive effects. Generally, the inclusive approach of consulting and incorporating the
best interest of all involved in the strategic plan corresponds to the core values of educational
institutions, and the planning process might be as fruitful as the plan itself.
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Finally, a similarly inclusive and dynamic approach should be taken when implementing
strategies in schools. The two dimensions, on the one hand the strategic planning and on the
other hand the operationalisation of it, must be kept in mind throughout the design and
implementation process. Thus, while the strategy must be conceptualised in accordance with
the community’s needs and the vision of the school, as well as with consideration of resource
acquisition, it is fundamentally important that the strategy implementation remains feasible for
the school staff. Research suggests that 90% of organisations struggle to reach their goals,
largely due to difficulties in the implementation of the strategies.76 Thus, it is pivotal that school
and administrative staff are supported throughout the implementation of the school strategy,
especially keeping in mind that the strategic plan is adaptable and might change. Moreover,
consistent alignment between the conceptual and the operational level is vital, so that across
the organisation a common language is used, and the values and ambitions of the strategy are
shared among leaders, teachers and administrative staff, and also with the wider community.
In their White Paper on “Creating the Future: Strategic Planning for Schools”, the ECRA Group
summarises the following additional benefits that the academic literature describes for strategic
planning in schools and organisations:
●
●
●
●
●
●

Articulates organisational priorities and stakeholder values
Aligns workforce and resources to the strategic goals and objectives
Establishes a mission, vision, and guiding principles for effective decision making
Increases stakeholder commitment to a common vision
Provides a communication vehicle to inform stakeholders about district initiatives
Effectively and authentically engages employees and other stakeholders.

In conclusion, a successful school strategy is built on thorough assessment of the school’s
own organisation, research, and a sound implementation. Throughout the process, the school
environment should be considered, and school strategies should be able to incorporate
changing internal and external factors. They are built on the values of the school and supported
by school leaders and staff across organisational levels, and by the school community.
Proactive organisations can initiate strategic planning as a method to reach their goals and
react to the needs of the school community while at the same time staying responsive to
changing trends and circumstances.
In the following sections we will discuss how strategic planning can be used as a basis for the
development of a social media literacy strategy at school.
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4.2 Some considerations
Before developing an SML strategic plan, it is important that schools reflect on the following
key questions:
●
●
●

Does the school need a Social Media Literacy (SML) Strategy?
What does the school want to achieve with this strategy?
Is it worthwhile to invest time and resources in improving the SML skills of the school
community?

It is also important to reflect on the following:
●
●
●
●

●

●

Why is it important for the school to support students to develop their social media
literacy skills?
What is the school currently doing to support students’ development of their social
media literacy skills?
What else can or should the school do to further improve students’ social media literacy
skills?
What is needed to put in place these new initiatives?
● Is the school staff willing and able to deal with these extra tasks and workload?
● Which human and/or financial resources are needed?
● If not enough financial or human resources are available, what can be done to
get them?
Is it possible to link the SML strategy to the school curriculum or to other initiatives,
programmes or school projects so that resources, time and results are maximised?
● Are there any teachers particularly enthusiastic on the topic who could take a
leading role at school?
● Is the school organising any upcoming event where the topic of SML could be
smoothly integrated (e.g. a parent’s evening, a new school project, Safer
Internet Day (SID), etc.)?
What are the potential challenges or risks related to the implementation of these new
initiatives?
● What can go wrong?
● What can the school do to prevent any risks from happening?
● What will the school do if we can’t prevent these risks?

If after having reflected on the previous questions, schools decide to embark on the venture to
develop a school social media literacy strategy, it is strongly advisable that school leaders
together with their school community ensure that the following aspects are in place:
●

All school staff should have a basic understanding of what social media are and why it
is important for their school to have a social media literacy strategy in place.

●

Schools should be acquainted with social media use by their pupils in and out of their
school and understand both the potential benefits and risks related to their use. If
schools do not know why their pupils engage in social media, what they like about them
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and what challenges they face, it will be difficult to develop engaging school SML
initiatives. For this reason, it is crucial that schools develop effective mechanisms to
periodically monitor social media use at school.
●

Schools should be aware that at different ages children use social media differently and
in different contexts. Therefore, school strategies should be able to keep up with this
diversity and schools should be willing to keep their strategies updated accordingly.

●

Schools should have a good understanding of what social media literacy is. In
particular, school efforts to support SML should encompass a wide range of tasks
focusing on strategies 1) to support children learn to decode, evaluate and create social
media texts, images, platforms; and 2) to support them to have healthy and positive
social media behaviours and interactions (e.g. relationships, networks, privacy,
anonymity, etc.), since these are integrated in the very nature and use of social
networking sites. In other words, schools should keep in mind that an SML strategy
should promote not only cognitive and technical skills but also social and emotional
ones.

●

Schools should make efforts to develop SML strategies that fit their school reality as
well as existing school practices and policies. This means that to be impactful these
strategies must be realistic and focused on specific issues and/or problems affecting
their community (ideally identified through the periodical monitoring exercises). Existing
Best Practices (BPs) can be a good way to find inspiration and guide the development
of SML strategies. However, without having a clear understanding of the school social
media landscape, “borrowed” BPs run the risk of being less impactful than tailor-made
strategies.

●

Schools should understand that social media transcend the physical spaces of home
and school and therefore what happens in one context can have an impact on the other.
Because of this reason we encourage the development of school strategies that involve
the whole school community, and this means involving parents and other community
actors to ensure that the impact of the strategies is also felt beyond the school.

4.3 From vision to risk assessment: The key elements of
an SML Strategic Plan
To achieve the above objectives sml4change project aims at together with teachers and school
leaders co-develop a massive open online course (MOOC) which will guide school leaders in
the development of meaningful SML strategies focused on their school needs and priorities.
The school strategy to be developed should be consistent with the school mission, vision,
values as well as with the policy priorities and programmes of the school. The action plan
should be linked to the general school budget process, so it can usefully feed into the annual
budget preparation and oversight processes. The action plan should outline the detailed
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activities for a specific period of the plan, with information on timing, roles, responsibilities, and
potential costs.
In the following section we summarise the core elements of a Social Media Literacy Strategic
Plan for schools.

Mission
The mission is a short statement of the school’s purpose. It should include information about
what kind of services it provides, its primary target group, geographical region of operation,
etc. It should provide in a few lines an idea of what the school does and why it does it.

Situational Analysis
The SML strategy development should be guided by a continuous and informed self-reflection
process. This implies gathering data and analysing it in an objective and unbiased way. This
research does not need to be cumbersome, but it should be sufficiently deep to help schools
document the current landscape of social media literacy. This can include a short analysis of
both internal and external factors affecting the use or non-use of social media at school. This
information is critical to setting the proper context for an SML strategy and it will the basis to
develop a sound and meaningful SML strategic plan.
The situational analysis should gather information and reflect on the following topics:
●
●

●

●
●

Are social media being used at the school?
If so, what social media platforms are being used and why? (e.g. Facebook groups,
WhatsApp, Instagram, etc.)
● Who is using these platforms (e.g. pupils, teachers, parents, management,
admin staff, etc.)?
● For what purposes are social media platforms being used (e.g. to learn about
certain subjects, to communicate with parents, to boost students’ participations
during certain events, etc.)
● Under what circumstances are social media being used at the school (e.g. in
class under strict supervision, freely at school, only during breaks, etc.)?
Has the school ever been confronted with any incidents related to the (mis)use of social
media in or outside the school (e.g. cyberbullying, sexting, etc.)?
● What happened?
● Who was involved?
● What did the school do?
Are there any school policies or rules related to the use of social media or digital
technologies at the school?
What are the views of the different school actors about the use of social media at
school?
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●

●

What do parents, pupils, teachers, school management, school Board of
directors, etc. think about the use of social media at school? According to them,
what are the potential benefits, risks and/or disadvantages of incorporating
social media at school?
Is there any other relevant information which may be useful to better understand the
social media landscape at the school?

A useful tool to incorporate in the situational analysis is a SWOT analysis. SWOT is a
framework used to evaluate a company’s competitive position by identifying its strengths,
weaknesses, opportunities and threats. In the case of schools, a SWOT analysis can be useful
to identify what a school can and cannot do in terms of incorporating or modifying existing
social media literacy efforts. It can also help identify the potential opportunities of a new
approach to SML at school as well as potential threats.

Vision
The vision statement will guide the direction of the SML strategic plan. For this reason, it should
be a memorable and inspirational summary that describes at a very high level what the school
wants to achieve with the strategy. It will help to motivate and attract the people (e.g.
colleagues, pupils, parents, etc.) the school wants to engage during the strategy plan
development and its execution.

Values
Values are a critical part of the strategic planning process. They refer to the set of core
behaviours that everyone shares, understands and embraces at an organisation and in this
case at school. The values that the school embraces need to be taken into consideration when
developing an SML strategy. Reflecting on these core values will help build a coherent strategy
which is aligned with the school philosophy and guiding principles.
In order to identify core organisational values, some authors recommend thinking about the
people you would like to work in your ideal team. In the case of schools, the following questions
can help identify relevant school values:
●
●
●

What type of behaviours and mindset should teachers, pupils and parents have at
school?
Are there personality traits that will help a new teacher and/or new student to perform
well with the rest of the staff/class?
What type of individual potential will be most useful for the greater good of the school?

Focus Areas
Focus Areas are the foundation stones of any strategy. They expand on the Vision Statement
and start to create some structure around how to achieve goals. They should be high-level
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and, as their name indicates, they will help keep the focus. For this reason, it is advisable to
define just a few focus areas, ideally no more than 3-5.

Strategic Goals
The strategic goals are the high-level goals of the SML strategic plan. A strategic goal is a
specific objective that will help you to actualise one or more focus areas. Unlike the focus
areas, the strategic goals should be specific and contain where possible a metric and a
deadline.

Goals
Goals, also referred to as objectives, are the backbone of the SML strategy. They should break
up the strategic goals into manageable projects which allow you to achieve these goals. They
require a metric and time frame. Goals are ultimately tied to the vision and they should reflect
the situational analysis.
It is important to emphasise that one key element of the strategic plan is its coherence. All the
elements of a strategic plan should be well aligned and interconnected in a logical way. As the
example below illustrates, each focus area identified should be composed of a number of
strategic goals. On their turn, each high-level strategic goal should be subdivided into concrete
goals. To achieve each specific goal, a number of actions or initiatives must be developed.
These will be summarised in the so-called Action or Implementation plan.

Focus Area I
Strategic
Goal 1
Goal 1.1

Strategic
Goal 2

Goal 1.2

Goal 2.1

Goal 2.2

Activity
1.1.1

Activity
1.2.1

Activity
2.2.1

Activity
1.1.2

Activity
Activity
1.2.22.1.1

Activity
2.2.2

Figure 1. From focus to implementation: Example of a coherent strategic plan
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Implementation or Action Plan
Once all the previous elements have been defined, an Action or Implementation Plan must be
developed. It describes the steps and timelines necessary to achieve the goals. This plan will
specify which initiatives need to be developed, by whom and when, so that goals can be
achieved. The process of the development of the action plan facilitates prioritisation among
activities and involves trade-offs. For instance, if financing or human resource gaps are
identified it will be necessary to decide whether to revise, postpone or cancel lower-priority
activities. A robust action plan increases the probability of successful implementation, which
reemphasises the importance of structural linkages between the action plan and existing
school planning and budgeting processes.
The particular level of information and detail to be included in an action plan will vary according
to school context but it generally includes the following information for each activity:
●

A clear statement of the activity. This serves as a reference point in developing a
work plan.

●

Time period. This shows the extent of the match between the costs of activity
implementation and the available funding.

●

Resources. This refers to the financial, human, and material resources required for
implementation. This information is a reference point for the annual implementation
report. They can help determine whether the implementation strategies have been
efficient.

●

Results or outputs. Outputs are the products, goods and services that result from the
programme’s interventions. This information is critical for the implementation report; it
confirms the target for a given activity over a given period.

●

The overall cost of the activity. The cost of all action plan activities needs to be within
the overall envelope of resources clearly identified in the education sector plan.

●

Sources of funding. It is important to use only those sources of funding that are
available or are likely to be available based on current projections.

●

The entity responsible for implementation. This gives the responsibility for each
activity. The entity listed as responsible for activity implementation should initiate
funding requests in time.

●

The action plan also includes the output indicators from the programme to which the
activity is contributing.
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Execution and Assessment
After the implementation plan is finalised and put in place, it is important to monitor progress
(e.g. assessing key performance indicators (KPI) linked to the strategic plan). The way in which
progress will be assessed depends on the objectives set in the strategic plan. Depending on
the type of assessment carried out, it may be useful to think in advance about the type of “unit”
to use to measure progress. This unit of measurement will be used to determine whether any
goal was successful or not. For instance, if a school wants its students to be more
knowledgeable about the potential risks related to the use of social media, it will need to think
of ways to measure pupils’ awareness of social media-related risks before and after the
implementation of its SML strategy to determine whether the intervention or strategy made
students more aware of these risks. The nature of the goal will determine the unit of
measurement that is most appropriate for tracking the achievement of each goal.

Budget and Resources
Here all the resources – material, financial and/or human – that are needed to put the strategic
plan in place should be listed. So, it is important to reflect about the following questions:
●
●
●
●

Who will oversee which goals, tasks or initiatives?
Do you need colleagues, students or parents to support you with any of the goals,
tasks, initiatives?
Do you need any material or financial resources from the school to develop the
activities described in the SML strategic plan?
Do you need any resources which are not currently available from the school? If so,
how are you planning to get them?

Risk assessment
Before implementing the SML strategic plan, schools should reflect on any potential risks
resulting from its implementation and they should consider ways to mitigate them. For instance,
if the SML strategic plan contemplates allowing students to use mobile phones to access social
media platforms from school, the school should consider what could go wrong and describe
the steps to reduce potential adverse effects. In the risk assessment plan, schools should not
only reflect about the things that could go wrong but also consider concrete plans to prevent
risks from happening in the first place and include concrete actions to mitigate them if they do
occur.
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Social Media Literacy Strategic Plan in a Nutshell

















Mission: a short statement of the school's purpose. It provides an idea of what the
school does and why it does it.
Situational Analysis: helps schools document the current landscape of social media
literacy in the school community. This information is critical to setting the proper
context for an SML strategy and it will the basis to develop a sound and meaningful
SML strategic plan.
Vision: The vision statement will guide the direction of the SML strategic plan. It
describes at a very high level what the school wants to achieve with the strategy.
Focus Areas: are the foundation stones of your strategy. They expand on the Vision
Statement and start to create some structure around how to achieve goals. They
should be high-level.
Strategic Goals: are the high-level goals of the SML strategic plan. They will help you
to actualise one or more focus areas. They should be specific and contain where
possible a metric and a deadline.
Goals: are the backbone of the SML strategy. They should break up the strategic
goals into manageable projects which allow you to achieve these goals. They require
a metric and time frame.
Implementation or action Plan: describes the steps and timelines necessary to
achieve the goals. This plan will specify which initiatives need to be developed, by
whom, and when so that goals can be achieved.
Execution and assessment: After the implementation plan is finalised and put in
place, it is important to monitor progress. The way in which progress will be assessed
depends on the objectives set in the strategic plan. The nature of the goal will
determine the unit of measurement that is most appropriate for tracking the completion
of each goal.
Budget and Resources: Refer to all the resources – material, financial and/or human
that are needed to put the strategic plan in place.
Risks assessment: Before implementing the SML strategic plan, schools should
reflect on any potential risks resulting from its implementation and they should
consider ways to mitigate those risks. Schools should also consider concrete plans to
prevent risks from happening in the first place.
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Appendix: Useful resources to support the
development of social media literacy strategies
1. Strategic planning
Strategic Planning 101 Guide
Tool developed by: Cascade
Resource available at: https://www.executestrategy.net/wp-content/uploads/2018/07/updat
ed-pdf-strategic-planning-101-guide.pdf
Resource description: Cascade, a company that develops “people-powered strategy
software”, produced this hands-on guide for strategic planning. Presented in a very
accessible manner, the 101 Guide leads the reader through the different components of the
strategy, step-by-step, providing real-life examples and hands-on advice. The clear
structure and extensive explanations, illustrated by examples, make this guide a good starting
point for building any type of strategy, including your school social media literacy strategy.
Apart from consulting the guide, it is also possible to test the strategy software free of charge
on the company’s website, which also provides further guides, videos, and webinars for
strategy development.

Figure 2. Visual illustration of a strategic plan
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The Complete Strategic Planning Toolkit
Tool developed by: Cascade
Resource available at: https://content.executestrategy.net/hubfs/LM%20DOWNLOADS/
Complete%20Strategic%20Planning%20Toolkit.pdf
Resource description: This Strategic Planning Toolkit, equally developed by the Canadian
company Cascade, builds upon the previous resource, the “Strategic Planning 101 Guide”. It
follows the same reasoning and main elements for developing a strategy, but focuses even
more on practical exercises that can help schools build their strategies. This includes
templates for the definition of different parts of the strategy, such as the values and focus areas
as well as numerous examples and tips that render this resource very operational.

Improving School Governance – Strategic Planning
Tool developed by: State of Victoria (Department of Education and Training), Australia
Resource available at: http://www.schoolgovernance.vic.edu.au/module2; http://schoolgover
nance.vic.edu.au/pdfs/isg_strategicplanningmanual.pdf
Resource description: The module “Strategic Planning” is the second of five modules in the
training package “Improving School Governance”, developed by the government of the
Australian state of Victoria between 2016 and 2018. Although the resource is addressed to
school councils in the Australian formal education system, it can provide insights into the
development of strategies in schools. This includes aspects such as evaluation,
prioritisation, development, implementation, and monitoring, but also the role that
different school staff and school councils can take in strategic planning in schools. All these
elements can be very useful when developing your own social media literacy strategy.
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Figure 3. Schematic illustration of the strategic planning cycle

Creating the Future: Strategic Planning for Schools – An ECRA White
Paper
Tool developed by: ECRA Group
Resource available at: https://ecragroup.com/wp-content/uploads/dlm_uploads/2016/07/Stra
tegic-Planning-White-Paper.pdf
Resource description: The ECRA group is a research and consulting firm that cooperates
with over 1,000 schools as well as state and national institutions in the United States, to
promote evidence-based practices in education. With their work, they aim to support school
leaders in achieving better student outcomes, through analysis-based recommendations.
This White Paper gives a comprehensive overview on how schools can use strategic planning
to anticipate and adapt to changing circumstances, and thus improve the learning
experience for students. It provides background information on the benefits of strategic
planning, as well as concrete guidelines on the process and implementation of school
strategies, based on the experience of schools. Thus, it not only gives the background reasons
why strategic planning in schools is useful, but also provides practical guidance to developing
a social media literacy strategy.
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2. School leadership and policies
School Leadership Toolkit
Tool developed by: Andreas Kollias, European Policy Network on School Leadership
Resource available at: http://toolkit.schoolleadership.eu/index.php
Resource description: A participatory whole-school approach is crucial for the successful
development and implementation of an SML. To design such an approach and create
acceptance and the willingness to cooperate across school staff, students, but also the wider
school community, it can be helpful to reflect on school leadership. This resource, developed
by the European Policy Network on School Leadership (EPNoSL), guides schools in their
reflections on school leadership in a constructive dialogue, enabling them to develop their
strategies and policies in a participatory approach.

MOOC on Shared Leadership
Tool developed by: European Schoolnet
Resource available at: http://academy.schooleducationgateway.eu/en/web/shared-leadersh
ip-and-school-development
Resource description: As mentioned before in the description of the School Leadership
Toolkit, a participatory approach to the development of an SML strategy is a prerequisite for
its successful implementation and acceptance in the school community. This Massive Open
Online Course is based on the School Leadership Toolkit and takes a strategic level approach,
enabling schools to re-think and shape leadership. The course is freely accessible, but
registration at the School Education Gateway is required.
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3. Social media resources
SWGfL Social Media Policy Template
Tool developed by: South West Grid for Learning (SWGfL)
Resource available at: https://swgfl.org.uk/products-services/online-safety/resources/onlinesafety-policy-templates/
Resource description: The policy on social media is a template document for schools to find
guidance on a number of areas: specifically, what a school might consider when setting up
and using social media; what guidance schools should give internally to staff around their
own personal use of social media and the inevitable interlink between their personal and
professional reputation online; and advice on how young people should be educated
around safe and responsible use of social media. There are also some tips around dos and
don’ts on social media. This policy template can be used as the school starting point in
discussing and shaping its own social media policy as a school.

Social Media in Education: Resource Toolkit
Database developed by: George Lucas Educational Foundation
Available at: https://www.edutopia.org/social-media-education-resources
Resource description: On its website www.edutopia.org, the George Lucas Educational
Foundation promotes best practice examples in education and supports teachers in
implementing practices to improve their students’ learning. In line with its hands-on approach,
its Resource Toolkit for social media in education provides links to resources often taken
directly from teachers’ experience and applicable in real-life situations. This includes concrete
guidelines on specific social media platforms such as Twitter or Facebook, but also
toolboxes for teachers and parents and learning materials for different age groups.
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4. Self-Assessment
360 degree safe
Tool developed by: South West Grid for Learning (SWGfL)
Resource available at: https://swgfl.org.uk/products-services/online-safety/services/360/
Resource description: As has become evident in this report, assessment forms a crucial part
of SML strategies. The 360 degree safe schools self-review online tool “provides a userfriendly and interactive means for schools to review their Online Safety provision and to
develop an action plan to bring about improvements.”
This tool is intended to help schools review their Online Safety policy and practice. It provides:
●
●
●
●

Information and stimulus that can influence the production or review of online safety
policies and develop good practice.
A process for identifying strengths and weaknesses.
Opportunities for commitment and involvement from the whole school.
A continuum for schools to discuss how they might move from a basic level provision
for online safety to practice that is aspirational and innovative.

The tool is free of charge to schools on completion of a simple registration process.
According to schools that have used the tool, it is useful because:
●
●
●
●
●
●

It enables schools to stand back from day-to-day esafety events/routines and to look at
what they have done well and what they need to work on.
It includes a number of useful links that support the self-assessment process.
The tool allows schools to recognise areas of improvement and offers advice on how
to do this.
It provides schools with a chance to see exactly where their gaps are and how to fix
them.
It is a valuable and practical tool that enables schools to set a clear action plan and
involve all staff in the process.
It helps empower schools to develop and test their own safety policies and make their
own choices on esafety.

Last, although the focus of this self-review is online safety in general, these aspects are
relevant to the development of an SML strategy.

‘SELFIE – Supporting Schools for Learning in the Digital Age’
Tool developed by: European Commission
Resource available at: https://ec.europa.eu/education/schools-go-digital_en
Resource description: The SELFIE tool is designed to support schools in assessing where
they stand concerning the use of digital technologies for teaching and learning. It is an
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assessment tool that shines a light on different areas, such as curricula, school strategies,
teaching strategies, infrastructure and the student experience. The SELFIE can be taken
by all members of the school, including school leaders, teachers and students, and is
customisable according to the school’s needs. It is available in 24 languages and accessible
and open to all schools, regardless of their policy on and experience concerning digital
technologies. On the basis of the SELFIE test, a report is compiled that shows the school’s
strengths, weaknesses and areas of improvement regarding digital technologies, and which
can be used as a starting point to discuss and develop next steps. As several assessments
can be taken over time and compared, SELFIE is also useful as an evaluation tool to measure
progress and change. SELFIE is fully anonymous and free, but registration is required.

Figure 4. Visual from the SELFIE webpage

‘MENTEP Self-assessment Tool: TET-SAT’
Tool developed by: MENTEP project
Resource available at: http://mentep.eun.org/tet-sat
Resource description: Self-assessment tool for teachers
The “Mentoring Technology-Enhanced Pedagogy” project (MENTEP) is a research project that
examined the impact of self-assessment tools on teacher development. With the involvement
of more than 7,000 teachers in 11 countries, MENTEP developed TET-SAT, a self-assessment
tool for teachers’ ICT competences. The test evaluates teachers’ skills in the four areas of
digital competence: digital pedagogy, digital use and production, digital communication
and collaboration, and digital citizenship. Through a series of questions, teachers can begin
a process of self-reflection and identify their own learning needs. The results of the test,
comprising 30 questions, can be saved, exported as a PDF, and compared with the results of
later tests. In this manner, TET-SAT can also be used to monitor progress and define new
goals. At the end of the test, the feedback page also provides a wide range of national and
European high-quality resources in the four areas of digital competences.
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The tool is freely available to anyone in 17 languages: Czech, Croatian, German, English,
Greek, Estonian, Finnish, Italian, French, Lithuanian, Norwegian, Polish, Portuguese,
Swedish, Spanish, Slovenian and Turkish. Registration is required.
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5. General Media and information literacy resources
Media Information Literacy for Teachers
Database developed by: UNESCO
Resource Available at: http://unesco.mil-for-teachers.unaoc.org/
Resource description: This UNESCO website on Media Information Literacy (MIL)
provides an overview as well as ten thematic modules to familiarise teachers with different
aspects of the topic and train them to integrate them in their teaching. Therefore, it can be a
good starting point for teachers who are not yet experts on social media literacy, but also
provide further reading for colleagues already strongly involved in the social media literacy
strategy. The modules are available in different languages, including English, French, Russian,
and more, depending on the module. Moreover, each module is accompanied by a resource
section, and in addition there is a vast resource databank, which can be searched by keyword
and subject, and includes resources in more than 60 languages.

EAVI Portal – Media Literacy for Citizenship
Database developed by: European Association for Viewers’ Interests
Available at: https://eavi.eu/resources-for-teaching-learning/
Resource description: The European Association for Viewers’ Interests (EAVI) is a Brusselsbased international non-profit organisation that advocates full citizenship and media literacy.
To support teachers in bringing the necessary skills and values to the classroom, they have
developed a database of “resources for teaching and learning”, such as films and videos,
lesson plans, academic studies, articles, infographics, statistics and lists. Many of the
resources are created to be used in the classroom directly, on topics such as data literacy or
fake news. If your strategy includes such issues, this database provides ready-to-use
resources as well as a list of Media, Information and Digital Literacy Organisations in Europe
and a Glossary explaining the most important terms regarding media literacy.

‘Education for a Connected World – a Framework to Equip Children and
Young People for Digital Life’
Tool developed by: The UK Council for Child Internet Safety (UKCCIS)
Resource available at: https://assets.publishing.service.gov.uk/government/uploads/system
/uploads/attachment_data/file/683895/Education_for_a_connected_world_PDF.PDF
Resource description: The UK Council for Child Internet Safety (UKCCIS) is a group of more
than 200 organisations drawn from across government, industry, law, academia and charity
sectors that work in partnership to help keep children safe online. The Council was established
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in 2010 following Tanya Byron’s report which discussed key issues about children’s use of the
Internet.
ULCCIS’s Education Working Group developed the ‘Education for a Connected World – a
framework to equip children and young people for digital life’. The framework describes “what
a child should know in terms of current online technology, its influence in behaviour and
development, and what skills they need to be able to navigate it”.
What is particularly interesting about this framework is that it describes the different skills
and knowledge children should have at different ages (younger than 7, 7-11, 11-14 and
14-18) and therefore provides a good basis for schools to start reflecting on the digital skills
and knowledge they wish to further support at their school. In this sense the framework will not
only allow them to set clear, realistic and measurable objectives but will also to reflect on the
skills and knowledge pupils of different ages have already acquired. Although the framework
is of particular relevance to Personal, Social, Health and Economic education and computing,
it is also usable across the curriculum and is a practical and valuable tool for a wholeschool approach to online safety.
The framework is organised around the following eight core themes:
1. Self-image and identity: This section explores the differences between online and
offline identity beginning with self-awareness, shaping online identities and how media
impacts on gender and stereotypes. It identifies effective routes for reporting and
support and explores the impact of online technologies on self-image and behaviour.
2. Online relationships: This strand explores how technology shapes communication
styles and identifies strategies for positive relationships in online communities. It offers
opportunities to discuss relationships and behaviours that may lead to harm and how
positive online interaction can empower and amplify voice.
3. Online reputation: This strand explores the concept of reputation and how others may
use online information to make judgements. It offers opportunities to develop strategies
to manage personal digital content effectively and capitalise on technology’s capacity
to create effective positive profiles.
4. Online bullying: This strand explores bullying and other online aggression and how
technology impacts those issues. It offers strategies for effective reporting and
intervention and considers how bullying and other aggressive behaviour relates to
legislation.
5. Managing online information: This strand explores how online information is found,
viewed and interpreted. It offers strategies for effective searching, critical evaluation
and ethical publishing.
6. Health, well-being and lifestyle: This section explores the impact that technology has
on health, well-being and lifestyle. It also includes understanding negative behaviours
and issues amplified and sustained by online technologies and the strategies for
dealing with them.
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7. Privacy and security: This strand explores how personal online information can be
used, stored, processed and shared. It offers both behavioural and technical strategies
to limit impact on privacy and protect data and systems against compromise.
8. Copyright and ownership: This section explores the concept of ownership of online
content. It explores strategies for protecting personal content and crediting the rights of
others as well as addressing potential consequences of illegal access, download and
distribution.

Figure 5. Example from the “Framework to equip children and young people for digital life”

According to the framework, developers, school leaders, teachers and other members of the
education workforce can use this tool for a wide range of purposes, including:
●
●
●
●
●

Developing a rich, effective and developmental curriculum, which will support young
people to be safe, healthy and thriving online
Auditing and evaluating existing provision of online safety education
Coordinating delivery of online safety education throughout the curriculum
Improving engagement across the wider school community on issues related to online
safety
Developing effective training for staff and governors/board members; online safety is a
whole-school issue.

Digital Literacy Resource Platform
Database developed by: Berkman Klein Center for Internet and Society at Harvard University
Available at: https://dlrp.berkman.harvard.edu/
Resource description: The tools in the Digital Literacy Resource Platform (DLRP) are aimed
at teachers as well as parents and youth, age 11-18. The collection is continuously evolving
and monitored by the Youth and Media team at the Berkman Klein Center for Internet & Society
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at Harvard University, ensuring the quality of the resources. In line with the Social Media
Literacy for Change project goals, it is the aim of the platform to empower young people to
make decisions responsibly, and to support teachers and parents in guiding students to
become independent citizens and in building supportive and inclusive digital spaces. Teachers
can search tools that are useful for them specifically, including, among others, curricula,
guides, videos, and learning experiences. In addition, the resources are searchable by the
following topics:
●
●
●
●
●
●
●
●
●
●
●
●
●
●
●
●
●

Artificial Intelligence
Civic and Political Engagement
Computational Thinking
Content Production
Contextual Literacy
Data Literacy
Digital Access
Digital Economy
Digital Literacy
Identity Exploration and Formation
Information Literacy
Legal Literacy
Media Literacy
Positive/Respectful Behaviour
Privacy and Reputation
Safety and Well-being
Security

Digital & Media and Information Literacy Resources
Database developed by: MediaSmarts – Canada’s Centre for digital and media literacy
Resource available at:
EN: http://mediasmarts.ca/teacher-resources
FR: http://habilomedias.ca/ressources-p%C3%A9dagogiques
Resource description: MediaSmarts (“HabiloMedias” in French) is a non-profit organisation
based in Canada that works on media and digital literacy. It is the organisation’s goal to foster
critical thinking skills in children and youth and enable them to become informed and active
digital citizens. In order to reach this goal, it has created a collection of resources and teaching
materials which can be used in schools and kindergartens. The database is searchable by
grade as well as by topic and media type, and is therefore also interesting for teachers who
aim to raise awareness of SML in very young children. There are 55 topics to choose from,
ranging from intellectual property rights, body image, alcohol marketing, journalism and
news, to cyberbullying and online hate. The vast thematic selection of quality resources and
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the concrete lesson plans and quality resources make this an interesting database for teachers
of students of all ages, from kindergarten to grade 12. The webpage also offers an
introduction to the topic of media and digital literacy and its relevance for teachers and teaching
contexts, as well as resources for parents and an up-to-date blog.
Finally, MediaSmarts/HabiloMedias has also developed USE, UNDERSTAND & CREATE: A
Digital Literacy Framework for Canadian Schools, catering for students of different age ranges.
It provides a coherent programme of lesson plans centred around the four areas privacy,
ethics, safety and verifying information, including appropriate resources for the specific
ages.

Teacher’s Kit: Exploiting Transmedia Skills in the Classroom
Tool developed by: Transmedia Literacy Project
Available at: http://transmedialiteracy.upf.edu/
Resource description: The Transmedia Project is aimed at improving formal education
through understanding and strengthening young people’s transmedia skills and exploiting
informal learning strategies linked to them. The project has produced a participatory toolkit
for teachers, which contains curated and tested quality resources for increasing transmedia
literacy in the classroom. This includes an interactive skills map illustrating how teenagers
use media. The skills are linked to didactic cards, which teachers can use and adapt to
organise activities in their classrooms for different age groups, skills and themes of interest.
They also include practical tips, material lists, evaluation possibilities and additional resources
on the respective topics. The cards can be downloaded and adapted before conducting the
didactic activity, and it is also possible to register on the platform and upload one’s own cards.
Thus, this resource can be used for the implementation of activities in SML strategy regardless
of the key topics. All existing didactic cards are searchable by criteria such as skill (e.g. content
management, production, risk prevention, social management), learning areas (e.g. foreign
languages, sciences, physical education), as well as by age and language (currently including
English, Spanish, Italian, Portuguese, and Finnish). The project also illustrates good
practices on its YouTube channel.

European Digital Competences Framework – User Guides on the
Adoption of DigComp
Tool developed by:
1) All Digital: “Guidelines on the Adoption of Digcomp”
2) European Commission: “DigComp into Action: Get inspired, make it happen. A user
guide to the European Digital Competence Framework”
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Available at:
1) https://all-digital.org/wp-content/uploads/2015/12/TE-Guidelines-on-the-adoption-ofDIGCOMP_Dec2015.pdf
2) http://publications.jrc.ec.europa.eu/repository/bitstream/JRC110624/dc_guide_may18
.pdf
Resource description: The European Union has identified eight key competences for lifelong
learning, one of which is digital competences. In order to foster these and enable all citizens
to continue learning, the European Commission has developed the Digital Competence
Framework. According to this framework, in order to lead a safe and satisfactory life and
become active citizens in today’s changing society, all citizens should acquire skills in the
following areas: 1) Information and Data Literacy, 2) Communication and Collaboration,
3) Digital Content Creation, 4) Safety, and 5) Problem-Solving. These skills can be
acquired through formal and informal learning, and schools can play an important role in
teaching digital skills.
The present resources, one developed by the pan-European Association for Digital
Competences AllDigital and one by the European Commission itself, provide schools and other
institutions and organisations with practical guidelines for the implementation of digital
competences. This includes a short introduction to the DigComp framework and its relevance,
followed by numerous illustrated examples of its implementation in different European
countries. Moreover, AllDigital provides lessons learned and recommendations, while the
European Commission’s guidelines, published in 2018, include a practical guide on getting
started and DigComp resources as well as case studies and tools. The DigComp framework
can provide schools with a comprehensive idea of the possible areas to be explored in the
context of social media literacy, and it also offers practical advice on how to integrate them in
activities.
Several national and regional authorities have produced translations of the European
Commission’s framework, including authorities in Estonia, Hungary, Italy, Lithuania, Poland,
Portugal, Slovenia, Spain, Belgium (in Dutch), and France.

Internet Literacy Handbook: Supporting Users in the Online World
Tool developed by: Council of Europe
Available at: https://content.executestrategy.net/hubfs/LM%20DOWNLOADS/Complete%20
Strategic%20Planning%20Toolkit.pdf
Resource description: This publication, developed by children’s rights and online safety
professionals on behalf of the Council of Europe, offers a comprehensive insight into internet
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literacy and the ethical and practical considerations around it. It presents information on six
different thematic areas linked to online literacy, in the form of factsheets. Each of these
factsheets includes a section on educational value and relevance, ethical considerations, ideas
for classroom work, and good practices, as well as links to further information. This format and
the straightforward language used in the publication make it an accessible starting point for
understanding different issues around internet literacy and beginning to tackle them in schools.
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6. Online safety resources
Online Safety in Schools and Colleges: Questions from the Governing
Board
Tool developed by: The UK Council for Child Internet Safety (UKCCIS)
Available at: https://assets.publishing.service.gov.uk/government/uploads/system/uploads/at
tachment_data/file/562876/Guidance_for_School_Governors_-_Question_list.pdf
Resource description: As we have learned, behaving responsibly and safely online is an
important aspect of social media literacy. If your SML focuses or contains elements of online
safety this resource can be useful for you, and it might also be useful for generally
understanding the process of strategy development, implementation and evaluation.
This guidance for school governors has been designed to help governing boards support their
school leaders to keep children safe online. Governors can use it to:
●
●
●

gain a basic understanding of the school’s current approach to keeping children
safe online;
learn how to improve this approach where appropriate;
find out about tools which can be used to improve the approach.

The document explores five key questions for governors to use to facilitate discussions
with head teachers and Designated Safeguarding Leads to help them ensure schools are
fulfilling their statutory safeguarding requirements and also to help collate evidence ready for
inspection.
The document includes examples of good and outstanding practice, as well as identifying
issues and examples of answers which will help to indicate when governors should be
concerned.
By reflecting on the five key questions presented in this document school leaders will be able
to reflect on the key issues related to online safety at their school and to quickly map areas for
improvement which can be further developed in their social media literacy strategy. The key
questions are summarised below:
●

●
●

Does the school/college have online safety and acceptable use policies in place?
How does the school/college assess that they are clear, understood and respected
by all children and staff?
What mechanisms does the school/college have in place to support pupils, staff and
parents facing online safety issues?
How do you ensure that all staff receive appropriate online safety training that is
relevant and regularly updated?
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●

●

Describe how your school/college educates children and young people to build
knowledge, skills and confidence when it comes to online safety. How do you assess
its effectiveness?
How does the school/college educate parents and the whole school/college
community in online safety?

Online Safety Policy Template for Schools
Tool developed by: London Grid for Learning (LGfL)
Resource available at: https://www.lgfl.net/online-safety/resource-centre?s=24
Resource description: This policy, which again can be applied to the whole school when
designing a social media literacy policy, aims to:
●
●

●

●

●

Set out expectations for school community members’ online behaviour, attitudes and
activities and use of digital technology (including when devices are offline)
Help all stakeholders to recognise that online/digital behaviour standards (including
social media activity) must be upheld beyond the confines of the school gates and
school day, and regardless of device or platform
Facilitate the safe, responsible and respectful use of technology to support teaching &
learning, increase attainment and prepare children and young people for the risks and
opportunities of today’s and tomorrow’s digital world, to survive and thrive online
Help school staff working with children to understand their roles and responsibilities to
work safely and responsibly with technology and the online world:
● for the protection and benefit of the children and young people in their care;
● for their own protection, minimising misplaced or malicious allegations and to
better understand their own standards and practice;
● for the benefit of the school, supporting the school ethos, aims and objectives,
and protecting the reputation of the school and profession.
Establish clear structures by which online misdemeanours will be treated, and
procedures to follow where there are doubts or concerns (with reference to other school
policies such as Behaviour Policy or Anti-Bullying Policy).

Web We Want Handbook for Educators
Tool developed by: Insafe Network/European Schoolnet
Resource available at: http://www.webwewant.eu/
Resource description: The Web We Want is an initiative that was launched in 2013 by the
network of national Safer Internet Centres, Insafe, and thus especially interesting for schools
that wish to focus on different aspects surrounding online safety. It is the goal of this initiative
to enable young people to fully use their opportunities in the digital world, including social
media, and develop as responsible citizens. Therefore, it actively involves students, and it also
works together with teachers, who play a crucial role in supporting youth to become reflective
(online) media users. In a participatory approach, teacher from Europe and beyond developed
the Web We Want handbook for educators, which compiles a number of lesson plans,
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providing concrete ideas and activities that can be implemented in the classroom to foster
students’ critical thinking and creativity, and help them navigate the Web safely. The lesson
plans are marked according to age group, topic and level of difficulty, and broken down into
step-by-step processes. They provide links to materials and further information on the
respective topics around online safety.
The handbook is available for PDF download in 12 languages: Armenian, Czech, Dutch,
French, English, German, Greek, Hungarian, Lithuanian, Polish, Portuguese and Romanian.

Figure 6. Example of a didactic activity plan from the Handbook for Educators

‘eSafety Label for a Safer School’
Focus: Online Safety
Tool developed by: European Schoolnet
Resource available at: https://www.esafetylabel.eu/
Resource description: Through the eSafety Label, schools all across Europe can get support
in their efforts to improve online safety and create an enriching digital environment. In addition,
the label not only serves as a support community for schools, but is also an accreditation
mechanism for schools that implement certain measures around the issue. One such
programme is the eSafety Champion scheme, in which European teachers promote online
safety and exchange best practices. Some of these “champion” teachers have developed a
number of resources, which can help to plan lessons around personal data protection,
reliability of information on the Web, digital footprint, and cyberbullying. More material,
such as handouts and information about the issue, is shown on the home page, but it is
necessary to register to gain access.
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7. Other useful resources
Common Sense Education
Database developed by: Common Sense Education
Available at: https://www.commonsense.org/education/
Resource description: Common Sense Education is an independent non-profit organisation
based in the United States, which aims to empower children in a digital world and
simultaneously support parents, teachers and policy-makers.
It offers resources, tips, and expert advice for parents and teachers on topics such as data
and privacy, well-being, and digital citizenship. This includes a vast number of resources,
such as lesson plans, games, posters, toolkits, family engagement resources, and
training in the form of curriculum tutorials and webinars for different student age groups. The
resource can be useful for SML strategies tackling a number of different topics and provides
concrete tools that can be used in the lesson immediately, and also material that can be used
to further train and encourage colleagues to engage with social media literacy. The database
is in English, with some resources available in Spanish as well.

UNODC E4J Library of Resources – Cybercrime
Database developed by: United Nations Office on Drugs and Crime
Available at: http://www.unodc.org/e4j/en/resdb/search.html?#?c=%7B%22filters%22:%5B
%7B%22fieldName%22:%22en%23e4jDocument.topic.topicSubtopic-ref0_s%22,%22value
%22:%22Cybercrime%22%7D%5D,%22startAt%22:10,%22sortings%22:%22%22%7D
Resource description: Education plays a key role in helping citizens develop an
understanding of and the respect for the rule of law, which in turn is a prerequisite for peaceful
and inclusive societies. This is also crucial in the context of the Sustainable Development
Goals defined by the United Nations, the United Nations Office on Drugs and Crime launched
an Education for Justice initiative (E4J). In this context, an open-access database of existing
quality resources for teachers was created, including a large section on cybercrime. However,
the term “cybercrime” is defined quite loosely to include topics that are crucial to SML and the
challenges many schools face, such as:
●
●
●
●
●
●
●

Media literacy
Cyberbullying & harassment
Sexting
Online child sexual abuse and exploitation
eSafety
Inappropriate, offensive or illegal online content
Responsible use of online platforms & services
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●

Privacy & personal data

The database holds relevant resources of all types, which can be searched by, for example,
education level, topic, language, country of relevance, audience or keyword. On the topic of
cybercrime, resources are available in 22 languages; more than 350 are in English.

Figure 7. Example from E4J search tool

School Education Gateway – Europe’s Online Platform for School
Education
Tool developed by: European Commission
Resource available at: https://www.schooleducationgateway.eu/en/pub/resources.htm
Resource description: The School Education Gateway is a portal for teachers, school
leaders, policy-makers, experts, and other professionals who wish to keep informed about
school education in Europe, both in policy and in practice. The portal is available in 23
European languages and offers different sections, including a resource database with
publications, tutorials, and teaching materials. The tutorials and teaching materials are
ready to be used in the classroom and cover topics such as online safety and a whole-school
approach; they are useful for most social media literacy strategies. Furthermore, the School
Education Gateway Teacher Academy offers free training courses and further resources for
the classroom that can be discovered in the course catalogue.

This project has received funding from the European Union.
This communication reflects only the author's view. It does not represents the view of the
European Commission and the EC is not responsible for any use that may be made of the
information it contains.

Page 56 of 66

23 November 2016, Luxembourg

Better Internet for Kids: Resources Gallery
Database developed by: European Schoolnet on behalf of the European Commission
Available at: https://www.betterinternetforkids.eu/web/portal/resources
Resource description: The Better Internet for Kids (BIK) platform is a service provided by
European Schoolnet on behalf of the European Commission, which bundles and shares
resources, information and services among national Safer Internet Centres. As the name
suggests, the platform aims to establish a better and thus safer Internet with quality content for
children and young people. One way in which it fosters this development is by providing
resources for schools in two resource galleries, one dedicated to videos in 25 different
languages, and one including teaching materials such as quizzes, games, guides and
infographics on online safety and privacy. This gallery is searchable by keyword, language
and age, and contains more than 1,000 teacher- and student-friendly resources, which are
especially interesting for schools aiming to increase safety online as a part of their SML
strategy.
For more resources and information on the topic of online safety for kids in your language,
you can consult the national Safer Internet Centres.

GDPR Guidance for Schools and Colleges
Tool developed by: South West Grid for Learning (SWGfL)
Resource available at: https://swgfl.org.uk/products-services/online-safety/resources/person
al-data-guidance-for-schools-and-colleges/
Resource description: This resource provides personal data advice and guidance for schools
and colleges. The area of personal data protection is a current and high-profile issue for
schools, colleges and other organisations with the new General Data Protection Regulation
(GDPR) have come into effect on the 25th May 2018. It is important that the school/college
has a clear and well understood personal data handling policy in order to minimise the risk
of personal data breaches. These resources offer schools and colleges advice and guidance
on personal data to use alongside their own data protection policy. They are not intended to
provide legal advice and the school/college is encouraged to seek its own legal advice when
considering its management of personal data.

Future Classroom Lab Toolkit
Tool developed by: European Schoolnet
Resource available at: http://fcl.eun.org/toolkit
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Resource description: It is the aim of the Future Classroom Lab Toolkit to support innovation
and advanced pedagogical practice using technology, and to make such innovative practices
accessible to teachers across Europe. Especially the third toolkit on creating classroom
scenarios can be an interesting help and inspiration for activities to be implemented in the
strategy, as it provides a hands-on approach to teaching SML. Moreover, the resource
directory of the Future Classroom Lab compiles numerous resources that were developed
through different projects conducted by European Schoolnet. This includes projects on topics
of eSafety, digital content, strategy and policy, and many others. The resources can be
searched by topic as well as by age group, technology used, language, and item type, which
include innovative Future Classroom scenarios, publications, practices and learning
activities.

Social Media in Learning and Education (SMILE)
Tool developed by: European Schoolnet
Resource available at: http://www.eun.org/projects/detail?articleId=706842
Resource description: The SMILE project, funded through an inaugural Digital Citizenship
Research Grant from Facebook and conducted by European Schoolnet, focused specifically
on social media and their effect on children and youth. Through an online learning laboratory
for 100 teachers from 30 countries, the project explored the educational possibilities of
social media use. Moreover, in order to identify best practices and trends in social media
use in the classroom, research on the topic was carried out systematically with the learning
laboratory participants. The project results can be found in this handbook, which in addition
provides not only a definition of social media but also a broad introduction to school policies,
pedagogical principles and other issues surrounding social media in school. Therefore, this
resource serves as a good introduction to SML in school, a topic that is not often covered
systematically under the umbrella of media literacy.

European Network Against Bullying in Learning and Leisure Environments
(ENABLE)
Tool developed by: European Schoolnet
Resource available at: http://enable.eun.org/
Resource description: The ENABLE project aimed to combat bullying by fostering
empathy and more considerate social interactions online and offline, through a hackathon,
an online course (MOOC) and a widely disseminated book. In this, the project took a holistic
approach, taking into consideration the students’ home, school, class and community
environments and helping them to execute their fundamental rights. Through the development
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of social and emotional learning skills, resilience was built, enabling young people to interact
more responsibly. The project results shed light on the nature of bullying, and on how it can be
combatted through the development of social skills. Since many schools indicate cyberbullying
as one of the main problems regarding SML, this resource can provide valuable insights and
tips for building an SML strategy around the topic.

Social and Emotional Learning for Mutual Awareness (SELMA)
Tool developed by: European Schoolnet
Resource available at: http://www.hackinghate.eu/
Resource description: SELMA – Hacking Hate is a two-year project aiming to tackle online
hate speech by promoting mutual awareness, tolerance, and respect. The project
activities will result in increased awareness, knowledge and understanding of online hate
speech and young peoples’ ability to prevent and counter it by empowering them to take action.
These activities include empirical research, online and offline training and counselling for
young people, meetings with EU policy-makers, Ministries of Education and IT companies, a
hackathon, an international conference, campaigns and the co-creation of a toolkit. Based on
a child-and-youth-centred approach, this toolkit, which is currently being developed and will be
available in the spring of 2019, will comprise useful resources for teachers who aim to integrate
the fight against hate speech in their school strategies. This includes a peer ambassador
scheme, training and support materials for teachers, and an online counselling
programme for vulnerable youth, among other things. As the project tackles a widespread
problem that affects schools, and produces tools that can be integrated into the social media
strategy at a structural level, it is worth keeping an eye on the prospective publication of the
toolkit.
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8. Resources in languages other than English
Mediawijs – Kenniscentrum Mediawijsheid
Country: Belgium
Language: Dutch
Resource available at: https://mediawijs.be/
Mediawijs is the Flemish Centre for digital and media competences, administered by the
Flemish government in cooperation with imec vzw. In order to help citizens become active,
critical, and creative in their use of media, Mediawijs creates networks between organisations
and governments, provides training, and runs information campaigns. Resources such as
information dossiers, training on media competences and a database of organisations working
on media literacy can be found on its website.

Mediawijzer
Country: The Netherlands
Language: Dutch
Resource available at: https://www.mediawijzer.net/
Since 2008, Mediawijser has acted as the Dutch network for media competences, on behalf of
the Dutch Ministry of Education, Culture and Science and Youth and Family. It is targeted at
the media education literacy of children and youth, in cooperation with over 1,000
organisations, companies and experts working in the field. Its website offers a resource bank
with tools such as studies or blogs, and a competence model that schools can adapt when
designing their social media literacy strategy.

PantallasAmigas
Country: Spain
Language: Spanish
Resource available at: https://www.pantallasamigas.net/
PantallasAmigas was founded in 2004 with the mission to promote the safe and healthy use
of the Internet and other ICT tools, focusing especially on fostering the digital responsibility
and skills of young people. It implements a multitude of different activities around many topics
such as cyberbullying, sexting, sextortion, grooming, and privacy, to name just a few. Teachers
interested in Spanish resources on the topic can find them on its website.
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Bundeszentrale für Politische Bildung: Digitale Bildung
Country: Germany
Language: German
Resource available at: http://www.bpb.de/lernen/digitale-bildung/
The Federal Agency for Civic Education is subordinated to the German Federal Ministry of the
Interior. This includes a plethora of aspects surrounding democratic participation, one of which
is digital education. Its website provides information and discussions on policy and practice in
digital education, as well as useful tips and resources for schools and teachers.
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